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A L L  R I G H T S  R E S E R V E D  

This final report contains information, which is protected by copyright and the service terms and conditions for  
Cybersecurity Testing and Certification (available at: https://www.ul.com/resources/contracts/gsa-service-terms). You are 
prohibited from distributing this report by way of any medium, paper or electronic, to third parties without prior written 
consent. Notwithstanding the foregoing, you may distribute UL LLC reports in their entirety internally and to regulatory 
authorities if required to do so. All such reports must contain the following legend: “UL LLC authorizes reproduction of this 
Report provided it is in its entirety.” 

DISCLAIMER 
No trademark, copyright, or patent licenses are expressly or implicitly granted (herein) with this report. 
 
All brand names and product names used in this document are trademarks, registered trademarks, or trade names of their 
respective holders.  
 
UL LLC is not associated with any organizations or products mentioned in this document. 
 

R E P O R T  H I S T O R Y  

PRODUCT/SYSTEM VERSION:  

Mindray N12/N15/N17 Monitor, v01.20.00.01 

REPORT REVISION HISTORY  

Report Type Date Project Number 

Draft Report 2022-06-21 4789880563 

Final Draft 2022-06-29 4789880563 

Final Draft – Edit after certification 2022-08-05 4789880563 

 

  

https://www.ul.com/resources/contracts/gsa-service-terms
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E X E C U T I V E  S U M M A R Y  

Mindray N12/N15/N17 Monitor, v01.20.00.01 was submitted to UL LLC for an evaluation to the Software Cybersecurity 
for Network-Connectable Products, Part 2-1:Particular Requirements for Network Connectable Components of 
Healthcare and Wellness Systems, UL 2900-2-1, Issue Number 1, dated 2020-11-06]. 

Testing was conducted at UL LLC 333 Pfingsten Road Northbrook, IL 60062  

This product was found to be in compliance with the Standard, and Certificate ULCAP_170 was issued for this product on 
2022-06-29 to Mindray. 
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U L  2 9 0 0  T E S T I N G  C O M P L I A N C E  S U M M A R Y  

Table 1 below describes the assessment and evaluation as a summary of the Software Cybersecurity for Network-
Connectable Products, Part 2-1:Particular Requirements for Network Connectable Components of Healthcare and 
Wellness Systems, UL 2900-2-1, Issue Number 1, dated 2020-11-06]. 

TABLE 1 

COMPLIANCE WITH THE REQUIREMENTS NON-COMPLIANCE WITH THE REQUIREMENTS 

Compliance Summary Status 

DOCUMENTATION OF PRODUCT, PRODUCT DESIGN AND PRODUCT USE 

PRODUCT DOCUMENTATION  

PRODUCT DESIGN DOCUMENTATION  

DOCUMENTATION FOR PRODUCT USE  

RISK CONTROLS 

GENERAL  

ACCESS CONTROL, USER AUTHENTICATION, AND USER AUTHORIZATION  

REMOTE COMMUNICATION  

CRYPTOGRAPHY  

PRODUCT MANAGEMENT  

RISK MANAGEMENT 

VENDOR PRODUCT RISK MANAGEMENT PROCESS  

VULNERABILITIES AND EXPLOITS 

KNOWN VULNERABILITY TESTING  

MALWARE TESTING  

MALFORMED INPUT TESTING  

STRUCTURED PENETRATION TESTING  

SOFTWARE WEAKNESSES 

SOFTWARE WEAKNESS ANALYSIS  

STATIC SOURCE CODE ANALYSIS  

STATIC BINARY AND BYTE-CODE ANALYSIS  

ORGANIZATIONAL ASSESSMENT 

ORGANIZATIONAL ASSESSMENT  
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P R O D U C T  D E S C R I P T I O N  

PRODUCT DEFINITION 

The BeneVision N12/N15/N17 patient monitors are intended for monitoring, displaying, reviewing, storing, alarming, 
and transferring of multiple physiological parameters including ECG (3-lead, 5-lead, 6-lead or 12-lead selectable, 
Arrhythmia Detection, ST Segment Analysis, QT Analysis, and Heart Rate (HR)), Respiration Rate (Resp), Temperature 
(Temp), Pulse Oxygen Saturation (SpO2), Pulse Rate (PR), Non-invasive Blood Pressure (NIBP), Invasive Blood 
Pressure(IBP), Pulmonary Artery Wedge Pressure (PAWP), Cardiac Output (C.O.), Continuous Cardiac Output (CCO), 
Mixed/Central Venous Oxygen Saturation (SvO2/ScvO2), Carbon Dioxide (CO2), Oxygen (O2), Anesthetic Gas (AG), 
Impedance Cardiograph (ICG), Bispectral Index (BIS), Respiration Mechanics (RM), Neuromuscular Transmission 
Monitoring (NMT), Electroencephalograph (EEG), and Regional Oxygen Saturation (rSO2). The system also provides an 
interpretation of resting 12-lead ECG. 

CRITICAL HARDWARE COMPONENTS 

Table 2 below lists the hardware components that were submitted and evaluated as part of the product or system: 

TABLE 2 

Hardware 

Component Function Manufacturer Model/Version 

N12/N15/N17 Monitor Patient Monitor Shenzhen Mindray N12/N15/N17 

CRITICAL SOFTWARE COMPONENTS 

Table 3 below lists the software components that were submitted and evaluated as part of the product or system: 

TABLE 3 

Software 

Component ID Notes Manufacturer Model/Version 

N12/N15/N17 
Binaries 

N/A Mindray v01.20.00.01 

CRITICAL DOCUMENTATION 

Table 4 below lists the documentation components that were submitted and evaluated as part of the product or system: 

TABLE 4 

Documentation 

Name Version 
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KF-6610-2-6012 Risk Management Report 15.0.xlsx 15.0 

KF-6610-3-6105 Detailed Design of System Maintenance Software.docx 2.0 

KF-6610-3-6103 Detailed Design of General System Function Software.docx 2.0 

KF-6610-3-6102 Detailed Design of Remote View Software.docx 1.0 

KF-6610-3-6099 Detailed Design of Configuration Management Software.docx 1.0 

KF-6610-3-6068 Software Preliminary Design Specification.docx 2.0 

H-046-011259-00 N series ops manual (FDA)-15.0.pdf 15.0 

H-046-011462-00 MLDAP Server Installation and Configuration Guide-8.0.pdf 8.0 

KF-0010-1343 PMLS General Risk Management Plan 5.0.pdf 5.0 

KF-6610-2-6013 Known Vulnerability Risk Assessment Report 2.0.xlsx 2.0 

KF-6610-3-6263 Cybersecurity Design Details 2.0.docx 2.0 

MRSZG05N01-10-01 C&C++ Coding Standards.pdf 1.0 

MRSZG05N00-00-52 End Of Service Guideú¿Step 7.4) _EN.pdf 2.0 

QG538 Software Development Guide 5.0.pdf 5.0 

QG713 Patch Management Process.pdf 1.0 

QG540  OTS Software Work Guide_EN.pdf 2.0 

QP009 Design Control Procedure.pdf 3.0 

QP023 Purchasing Control Procedure.pdf 5.0 

QS107 Process Software Management Program_EN.pdf 3.0 

KF-0010-3-2351 Differences of N Series.docx 1.0 

 

CRITICAL ACCESSORY COMPONENTS 

Table 5 below lists accompanying hardware and software used during testing of the product. These components were 
used in evaluation of the product BUT ARE NOT part of the certification and WERE NOT ASSESSED. 

TABLE 5 

Accessory Components Used During Testing 

Component Function Manufacturer Model/Version 
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N/A N/A N/A N/A 

 

CUSTOMER’S CONFIRMED INTENDED USE / CONFIGURATIONS 

The product’s intended use is described in its user documentation. The product or system was evaluated with the 
following configurations and is intended to be operated as such: 

1. The BeneVision N12/N15/N17 patient monitors are intended for monitoring, displaying, reviewing, storing, 
alarming, and transferring of multiple physiological parameters including ECG (3-lead, 5-lead, 6-lead or 12-lead 
selectable, Arrhythmia Detection, ST Segment Analysis, QT Analysis, and Heart Rate (HR)), Respiration Rate 
(Resp), Temperature (Temp), Pulse Oxygen Saturation (SpO2), Pulse Rate (PR), Non-invasive Blood Pressure 
(NIBP), Invasive Blood Pressure(IBP), Pulmonary Artery Wedge Pressure (PAWP), Cardiac Output (C.O.), 
Continuous Cardiac Output (CCO), Mixed/Central Venous Oxygen Saturation (SvO2/ScvO2), Carbon Dioxide 
(CO2), Oxygen (O2), Anesthetic Gas (AG), Impedance Cardiograph (ICG), Bispectral Index (BIS), Respiration 
Mechanics (RM), Neuromuscular Transmission Monitoring (NMT), Electroencephalograph (EEG), and Regional 
Oxygen Saturation (rSO2). The system also provides an interpretation of resting 12-lead ECG. 

CONDITIONS OF CERTIFICATE 

The following conditions must be met for the product or system to continue to be in compliance with this certificate and 
are included on the certificate: 

1. Mindray N12/N15/N17 Monitor is to be housed in a physically access controlled environment and maintained 
under facility security policies.  

2. Software updates are to be managed in accordance with Shenzhen Mindray Bio-Medical Electronics Co LTD’s 
user manual and instruction materials.  

3. Product use and product installation must adhere to Shenzhen Mindray Bio-Medical Electronics Co LTD’s user 
manual and instruction materials.  

4. The certification scope is limited to the Mindray N12/N15/N17 Monitor and it’s ethernet interface only. 
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S C O P E  O F  E V A L U A T I O N  

The Mindray N12/N15/N17 Monitor, v01.20.00.01 evaluation was limited to all criteria as defined in the Software 
Cybersecurity for Network-Connectable Products, Part 2-1:Particular Requirements for Network Connectable 
Components of Healthcare and Wellness Systems, UL 2900-2-1, Issue Number 1, dated 2020-11-06].  
The product was assessed for the following: 

1. Scanning for known malware on the product. 
2. Scanning for known vulnerabilities reported in the NIST National Vulnerability Database (NVD). 
3. Scanning for common software weaknesses in the source code and binaries of the product as defined in the 

standard. 
4. Subjecting the product to malformed traffic data on the protocols and interfaces identified in the product that 

are accessible to an outside party. 
5. Evaluation and assessment of the product per security controls defined in the standard such as access control 

and authentication, remote connections, software integrity, cryptography, security logs and decommissioning of 
the product. 

6. Evaluation of manufacturer’s risk assessment based on discovered issues per the standard.  
7. Structured penetration testing based on manufacturer’s final risk assessment to identify any issues that may be 

uncovered based on the risk assessment and the following parameters of the standard: 
a)     Circumvent the risk controls and security configuration of the product; 
b)     Attempt to engage the product in a denial of service; 
c)     Attempt to access and authenticate on the product via unauthorized means; 
d)     Attempt to exploit vulnerabilities acceptable in the risk analysis; 
e)     Attempt to elevate privilege on the product. 

 

C E R T I F I C A T I O N  

The certificate is located in UL’s Product iQ database as certificate number ULCAP 170. 

The certificate remains valid up to the expiration date if the product continues to comply with the standard, the 
evaluation described in this summary report is still accurate, the product remains unchanged and no other 
vulnerabilities have been discovered and reported to the NIST National Vulnerability Database.  

 

  

https://productiq.ulprospector.com/en
https://nvd.nist.gov/
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S U M M A R Y  O F  R E S U L T S  

The Mindray N12/N15/N17 Monitor, v01.20.00.01 was found to be compliant with the Software Cybersecurity for 
Network-Connectable Products, Part 2-1:Particular Requirements for Network Connectable Components of Healthcare 
and Wellness Systems, UL 2900-2-1, Issue Number 1, dated 2020-11-06]. 
 
The below sections define a summary of the results of testing. All test records and test reports are recorded within the 
UL data system with details on actual tests, tool versions and full test results. 

 

MALWARE TESTING 

The Mindray N12/N15/N17 Monitor, v01.20.00.01 was subjected to Malware Testing per section 14 of the standard. All 
software binaries listed by the vendor were evaluated for known malware. This included all executables and libraries in 
the product, including all third party and open-source software.  
 
Table 6 below lists the tools that were used to evaluate the product and a summary of the results. 

TABLE 6 

Malware Testing 

Tool 

(Model and Version, Virus Data 
Version and Date)* 

Date Tested Files Scanned Errors Encountered Viruses Discovered 

ClamAV v0.104.2 2022-04-20 2768 0 0 
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KNOWN VULNERABILITY TESTING SUMMARY 

The Mindray N12/N15/N17 Monitor, v01.20.00.01 was subjected to Known Vulnerability Testing per section 13 of the 
standard. The product was scanned with the following tools to assess any known vulnerabilities that may exist in the 
product that is reported in the NIST National Vulnerability Database. 

 
Table 7 below lists the tools that were used to evaluate the product: 

TABLE 7 

Known Vulnerability Testing 

Component Date Tested Tool Used 

N17_0120.zip 2022-01-10 Protecode-SC 

N17_0120.zip 2022-06-20 Protecode-SC 

 
Table 8 below lists the largest quantities of CVEs found in the assessment of components in the product.  

TABLE 8 

Known Vulnerability Testing 

Component Software or Library Quantity of CVEs Identified 

openssl 300 

libtiff 228 

qt 136 

libpng 72 

icu 68 

pcre 52 

zlib 48 

sqlite3 34 

freetype 32 

busybox 18 

libjpeg 12 

protobuf 8 

tinyxml 4 

https://nvd.nist.gov/
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alsa 2 

NOTES: Total 192 CVEs found in 15 components 
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CODE, BINARY AND BYTE CODE ANALYSIS SUMMARY 

Table 9 below lists the assessments that were observed based on the software weakness analysis and the customer’s 
response in the risk assessment file. 

TABLE 9 

Software Weakness Testing 

CWE Top 25 

Clause 

# Ranking 
Finding Resolution 

11 CWE-476 NULL Pointer Dereference 
Mindray provided a response to the CWE. UL 

accepted their response. 

19 
CWE-119 Improper Restriction of Operations 

within the Bounds of a Memory Buffer 
Mindray provided a response to the CWE. UL 

accepted their response. 

13 
CWE-190 Integer Overflow or Wraparound Mindray provided a response to the CWE. UL 

accepted their response. 

5 
CWE-125 Out-of-Bounds Read Mindray provided a response to the CWE. UL 

accepted their response. 

7 
CWE-416 Use After Free Mindray provided a response to the CWE. UL 

accepted their response. 

23 
CWE-400 Uncontrolled Resource 

Consumption 
Mindray provided a response to the CWE. UL 

accepted their response. 

4 
CWE-20 Improper Input Validation Mindray provided a response to the CWE. UL 

accepted their response. 

Weaknesses On The Cusp 

Clause 

# Ranking 

Clause 

# Ranking 

Clause 

# Ranking 

36 
CWE-401 Missing Release of Memory after 

Effective Lifetime 
Mindray provided a response to the CWE. UL 

accepted their response. 

OWASP Top 10 

Clause 

# Ranking 

Clause 

# Ranking 

Clause 

# Ranking 

A01 
A01:2021 – Broken Access Control, CWE-377: 

Insecure Temporary File 
Mindray provided a response to the CWE. UL accepted 

their response. 
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MALFORMED INPUT TESTING SUMMARY 

The Mindray N12/N15/N17 Monitor, v01.20.00.01 was subjected to Malformed Input Testing (Fuzz Testing) per section 
15 of the standard. The tests attempted to exercise weaknesses in the TLS capability around the following areas: 

1. Numeric Errors 
2. Data handling of messages 
3. Wrap around errors 
4. Improper validation of Array Index 
5. Integer overflows 
6. Signed to unsigned conversion errors 
7. Incorrect numeric conversions 
8. Numeric range Validations 
9. Buffer overflows 
10. Improper handling of invalid data in messages 

 

Table 10 below lists the tools that were used to evaluate the product and a summary of the results. 

TABLE 10 

Malformed Input Testing 

Test Description Date Tested 
Tool 

 
Results 

DCHP Testing 04-13-2022 

Synopsis Defensics –  

DHCPv4 Server Test Suite – 
3.2.0 20190129 2018.12.5 

UL could not reach the device’s DHCP 
service. 

DNS Testing 04-13-2022 

Synopsis Defensics –  

DNS Server Suite 5.5.0 
20190218 2018.12-7 

UL could not reach the device’s DNS 
service. 

Ethernet Testing 
04-12-2022 

04-13-2022 

Synopsis Defensics –  

Ethernet Test Suite 5.2.0 
20201125 2020.09-5 

812638 Test Cases Executed and passed 
for a duration of 8h:01m. 

HL7 Testing 

06-01-2022 
06-02-2022 

 

Synopsis Defensics –  

HL7v2 Server Test Suite - 
1.1.0 20180131 2017.12-6 

129490 Test Cases Executed and Passed 
for a duration of 8h:01m. 

IPv4 Testing 

05-31-2022 
06-01-2022 

 

Synopsis Defensics –  

IPv4 Test Suite - 5.2.0 
20180123 2017.12-5 

531056 Test Cases Executed and passed 
for a duration of 8h:01m. 

NTP Testing 04-13-2022 

Synopsis Defensics –  

NTP Server Test Suite – 
3.20 20190128 2018.12-5 

UL could not reach the device’s NTP 
service. 
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RISK ASSESSMENT AND STRUCTURED PENETRATION TESTING 

UL provided a detailed risk analysis and a detailed Risk Profile Report on the Mindray N12/N15/N17 Monitor, 
v01.20.00.01. UL LLC, using the data obtained from evaluating and assessing the product, specifically from results in 
Malformed Input Testing, Known Vulnerability Testing, Static Code, Binary and Byte Code Analysis, performed a 
structured penetration testing of the product. Penetration testing was carried out on the product in order to probe for 
vulnerabilities in the product.  Attempts were made to identify system, application and service information via scanning 
of the ports, interfaces and services. Use of that information was considered in attempts to circumvent the security 
measures of the product. Exploit tools and scripts were used for discovered information to attempt to access the 
product, elevate the privilege once accessed or to gain further information about the product.   

Table 11 below lists the tools used in the Structured Penetration Testing Assessment and a summary of the test results: 

TABLE 11 

Tool Name Summary of Tests Performed 

NMAP No vulnerabilities were detected by NMAP from TCP/UDP protocols. 

UL was able to find open TCP ports; however, no service information was 
gathered by UL from these ports. No UDP ports were discovered.  

Bash Bunny USB testing was executed against the device using the Bash Bunny tool. No 
attack or exploit was successful in compromising the device or obtaining 
sensitive data.  

Netcat Attempts were made to make connections with ports discovered during 
reconnaissance. No sensitive information could be gathered from these attacks.  

Nessus No vulnerabilities were detected by Nessus that could be used by UL to exploit 
the device.   

hping3 Denial of service attacks were executed against TCP ports discovered during 
reconnaissance. The device continued to operate as expected throughout the 
duration of the attacks.  
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