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Chapter1 Introduction 

 

The development of the Internet has brought us a lot of convenience in our daily life. Also 

the world of cyber risk continues to develop and expand. May 2017, the WannaCry 

ransomware attack affected more than 200,000 computers across 150 countries. The attack 

total damages ranging from hundreds of millions to billions of dollars. Medical data in the 

medical devices, including patient's name, age, residence address, telephone, medical 

history, bank account and other information, contains important wealth value, which 

attracts a large number of attackers to try to steal and sell medical data for profiteering. 

According to the latest data released in the Data Breach Investigations Report in 2019, the 

medical industry has surpassed the financial industry as the main target of hackers. It is 

reported that the transaction price of medical sensitive data in the dark network can reach 

10 times that of credit card data. In order to protect the cybersecurity of medical industry, 

governments around the world have enacted legislation to criminalize many of these 

cyber-attacks (e.g., US-HIPAA, Canada-PIPEDA, EU-GDPR, Japan-PIPA, and others). 

 

PII or personally identifiable information is any data that can be used to contact, locate or 

identify a specific individual, either by itself or combined with other sources that are easily 

accessed. It can include information that is linked to an individual through financial, 

medical, educational or employment records. Any unauthorized release of these data could 

result in severe repercussions for the individual whose information has been compromised. 

Some of the laws (e.g., US-HIPAA) that are related to different forms of PII. These laws 

are utilized as an important way of attempting to ensure that corporations are restricted 

from sharing personal information with other parties. 

 

As a member of the hospital medical devices, the cyber security and PHI (Protected Health 

Information) are very important functions for Mindray patient monitoring products. We are 

dedicated to helping you maintain the security of patient data and the availability of the 

medical device. To ensure the security of a device, the product has to be designed, 

implemented and tested properly. And it also needs to be installed, configured, maintained 

and operated as intended. 

 

This document is intended to provide information that may be required during the sales 

procedure and the need for customer specific questionnaires about the cybersecurity of 

Mindray patient monitoring system. 
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Chapter2 Scope 

 

This document apply to the following Mindray products : 

⚫ Passport 8/12/12M/17M 

⚫ Accutorr 7 

⚫ BeneView T series 

⚫ iPM series 

⚫ iMEC series 

⚫ uMEC series 

⚫ ePM series 

⚫ VS-900/VS8/VS9 

⚫ TM70/TM80 

⚫ N Series 

⚫ BeneVision CentralStation/WorkStation/ViewStation 

⚫ BeneVision CMS Viewer 

⚫ BeneVision Mobile Server/MobileViewer 

⚫ BeneVision Web Server 

⚫ BeneVision AlarmGUARD Server/AlarmGUARD 

⚫ eGateway 

⚫ BeneFusion n/e series 

⚫ BeneFusion nDS/eDS 

⚫ BeneHeart D series 

⚫ BeneFusion i/u series 

⚫ SV300 Series  

⚫ SV600/800 Series 

⚫ SV70 Series 

⚫ NB300/350 Series 

⚫ Wato Series 

⚫ Wato Pro Series 

⚫ A5/A7 Series 

⚫ A8/A9 Series 

 



 

 Mindray Confidential. All Rights Reserved.    Page 5 of 34 

Chapter3 Security By Design 

 

3.1 Product Design 

Mindray proactively conducts internal Security Risk assessments to identify potential 

security risk. All the security risks are noted in the Risk Management platform and are 

contained in the product Risk Management Report if the risks are applicable to the product. 

The product design MUST consider all the security risks in the Risk Management report 

and resolve them. Before the design of the new products, all the risks on the platform 

should be reviewed. 

 

The security of personal data is the key task of the healthcare environment. PMLS Product 

Security Team collects information from related standards, laws, RFPs (e.g., US-HIPAA, 

EU-GDPR, HIMSS-MDS2, and others) and converts them to the requirements of products. 

Products R&D team then put these requirements in their version planning. 

 

Best practices for secure design are followed such as removal of unused services, blocking 

of unused ports, encryption of data, operating under user privileges only, complex and 

user-changeable passwords and/or user authentication through active directory, device 

authentication incorporating industry standards, etc. 

 

3.2 Developing Environment 

All of the computers that store the product source code are protected by the Mindray IT 

department who is responsible for the security of all Mindray network. These computers 

now apply the following actions: 

⚫ Block the USB interfaces of all computers which ensures the data can only be 

transferred through the protected network.  

⚫ MUST be protected by the anti-virus software. The anti-virus software will run a full 

scan every week, and the virus library will be updated every week. All the network 

input/output is monitored by the anti-virus software in real-time. 

⚫ Cannot connect to the internet directly.  

⚫ The domain password of the computer must comply with the complex policy of the 

domain, and should be changed periodically. 

 

All the product software is compiled and built on the computer protected by anti-virus 

software, and MUST be scanned before release to customer. 
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3.3 Product Testing 

Mindray has established a PMLS Product Security Team to engage in security test over all 

products. These tests include: 

⚫ Security vulnerability testing 

⚫ Security risk assessments 

⚫ Security source code analysis 

⚫ Threat monitoring 

⚫ Security training to related roles including product architecture, secure development, 

and testing 

 

 

3.4 Compliance Testing 

To provide a measurable and testable baseline for the Mindray Secure-by-Design 

development process Mindray PMLS selected the BeneVision N12/N15/N17 patient 

monitors to be evaluated against the UL 2900-2-1 standard. UL2900-2-1 is both an ANSI 

and FDA consensus standard for Medical Device Cybersecurity. UL2900-2-1 has direct 

alignment to both the FDA Premarket and Post market requirements as well as 

implementing the core elements of the NIST Cybersecurity Framework. The UL CAP 

Certification is based on industry initiatives, regulations and best practices related to 

cybersecurity.   The UL 2900-2-1 evaluation consists of review of the following security 

controls:  

⚫ Organizational Process Assessment 

⚫ Software and Network Robustness Assessment 

⚫ Risk Controls Penetration Testing 

⚫ Risk Management Framework Analysis 

⚫ Risk Management Framework Final Assessment 

 

Penetration testing as a component of the UL 2900-2-1 evaluation includes the following 

tests: 

⚫ Product Recon/Scanning 

⚫ Vulnerability Scan 

⚫ Software Composition Analysis 

⚫ App/Protocol Scan 

⚫ Threat Analysis 

⚫ Vulnerability Analysis 

⚫ DOS testing 
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⚫ Cryptography Assessment 

⚫ Security Controls 

⚫ Exploitation of Discovered Vulnerabilities 

⚫ Authorization and Access Control Assessment 

⚫ Privilege Escalation Assessment 

 

The BeneVision N12/N15/N17 was successful in passing all of the UL 2900-2-1 evaluation 

criteria to obtain certification Certificate Number: ULCAP_170. Mindray PMLS use the 

same Secure-by-Design development, network security risk management process, and 

testing methods utilized on BeneVision N12/N15/N17 ensuring all PMLS products are 

developed with Medical Device Cybersecurity as a foundational element of our product 

development. 

 



 

 Mindray Confidential. All Rights Reserved.    Page 8 of 34 

Chapter4 Product Security (Defense in depth) 

 

4.1 Overview 

Application OS Host Network

 

 

Mindray has implemented the defense-in-depth strategy to protect our system against any 

particular attack using layered protection. Mindray will add more security features on the 

four lays: 

⚫ Application: What the user sees is the application, and the security of the application 

directly determines the security of the product. Mindray guarantees product safety 

through product design, development and testing. 

⚫ OS: An application runs on an operating system. If the operating system is 

compromised, the usability and security of the application will be greatly affected. 

Mindray will take security measures to enhance the security of the operating system. 

⚫ Host: The operating system runs on a physical host or virtual machine, if the host fails 

or goes down, it will affect the effectiveness of the product. Mindray provides different 

strategies to ensure the security of the system in the running environment of physical 

machine and virtual machine. 

⚫ Network Environment: Different applications require different network environments, 

different network environments have different risks of attack. Mindray designed a 

layered isolated network architecture to ensure that the monitor's network is isolated 

from the external network environment, which can reduce the risk.  
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4.2  Application Security 

4.2.1 Access Control 

4.2.1.1 Role based Access Control 

Mindray MLDAP System is designed to implement the role based access control in 

Mindray monitoring system (supported by BeneVison N series, ePM, VS and CMS). It has 

two components: 

 

◼ MLDAP Client – The MLDAP Client is the Mindray device that protects the access to 

the device by authenticate and authorize users through MLDAP Service. These devices 

include the BeneVision CMS, CMS Viewer, Mobile Server and Mindray patient 

monitors. When the user wants to access the User Maintenance settings of the 

BeneVision CMS, The BeneVision CMS popup a window to ask the user to input the 

user name and password. The BeneVision CMS then connects to the MLDAP Server to 

authenticate the user by the user name and password. If authentication successful, it 

then retrieves all the privileges of this user for the location (Facility and Department) 

of the device, to determine if the user has the correct privileges to access the User 

Maintenance settings. 

◼ MLDAP Server – The responsibility of the MLDAP Server are:  

➢ Import user information from Windows AD 

➢ Process requests from the MLDAP clients to authenticate users and supply to the 

client the privileges of this user. 

 

The MLDAP can work under the following two ways: 

◼ Integration with Windows AD 

The Mindray MLDAP interface allows integration with facility AD via LDAP to provide 

role based access control. This provides the ability to centrally manage user accounts, 

permissions, and password policies. 

All accounts and passwords are managed in the AD domain, MLDAP and Mindray devices 

do not store username and passwords. User privileges are allocated on MLDAP. The 

password between MLDAP Client and MLDAP Server is encrypted by AES-256. Kerberos 

and LDAPS are used to authenticate between MLDAP Server and Windows AD. 
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◼ Use local user in MLDAP 

MLDAP also supports local user management, you can create users on MLDAP, and 

assigning different privileges for different users. Local user information is stored on 

MLDAP Server. All accounts and rights information are encrypted by AES-256. 

 

The following products support MLDAP: 

Area Product 

FDA BeneVision DMS 

CMS Viewer 

Mobile Server 

Passport 8/12/12M/17M 

N Series 

VS8/VS9 

ePM 

Accutorr7 

TM70/TM80 

CE BeneVision CMS 

CMS Viewer 

Mobile Server 

Web Server 

AlarmGUARD Server 

eGateway 

T/iPM/iMEC/uMEC Series 

N/ePM Series 

VS-900 

VS8/9 

TM80/TM70 

 

 

4.2.1.2 Password Management 

Mindray products (supported by BeneVison N series, ePM, VS and CMS) offer Strong 

Password support (both length and character), changeable passwords, as well as integration 

with the facility AD to adopt hospital policies. For N/ePM/VS series patient monitors and 

BeneVision Central Station, you can also set the access password timeout period. 
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4.2.2 Data Protection 

➢ Encryption in Transit 

All PII within the Mindray system is encrypted in transit. 

Area Product Protocol PII encryption in transit 

FDA BeneVision 

DMS 

CMS+ Encrypted with xxTEA 

MD2 Can be configured to use TLS1.2 (AES-256) to 

encrypt all the MD2 network data. Use XOR to 

encrypt PII by default. 

MAQ Encrypted with xxTEA. Can be configured to use 

TLS1.2 (AES-256) to encrypt all the network data. 

PDS HL7 Not encrypted. 

CMS Viewer MD2 Can be configured to use TLS1.2 (AES-256) to 

encrypt all the MD2 network data. Use XOR to 

encrypt PII by default. 

Mobile Server MD2 Can be configured to use TLS1.2 (AES-256) to 

encrypt all the MD2 network data. Use XOR to 

encrypt PII by default. 

HTTPS Can be configured to use https. 

eGateway CMS+ Encrypted with xxTEA 

MD2 Can be configured to use TLS1.2 (AES-256) to 

encrypt all the MD2 network data. Use XOR to 

encrypt PII by default. 

MAQ Encrypted with xxTEA. Can be configured to use 

TLS1.2 (AES-256) to encrypt all the network data. 

IHE HL7 TLS 1.2 in version 7.1 or above. 

Passport 

8/12/12M/17M 

CMS+ Encrypted with xxTEA 

PDS HL7 Not encrypted. 

MAQ Encrypted with xxTEA 

N Series MD2 Can be configured to use TLS1.2 (AES-256). Use 

XOR to encrypt PII by default. 

IHE HL7 Not encrypted. 

MAQ Encrypted with xxTEA. Can be configured to use 

TLS1.2 (AES-256) to encrypt all the network data. 

Accutorr 7 CMS+ Encrypted with xxTEA 

IHE HL7 Not encrypted. 

MAQ Encrypted with xxTEA. 

Cerner Encrypted with https 
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VitalsLink 

TM70 MD2 TLS1.0 (AES-256) 

TM80 MD2 TLS1.2 (AES-256) 

A5/A7 Series MD2 TLS1.2 (AES-128) 

IHE HL7 Not encrypted. 

MAQ TLS1.2 (AES-128) 

A8/A9 Series MD2 TLS1.2 (AES-128) 

IHE HL7 Not encrypted. 

MAQ TLS1.2 (AES-128) 

SV600/SV800 

Series 

MD2 TLS1.2 (AES-256) 

IHE HL7 Not encrypted 

MAQ TLS1.2 (AES-256) 

 

CE 

BeneVision CMS CMS+ Encrypted with xxTEA 

MD2 Can be configured to use TLS1.2 (AES-256) to encrypt 

all the MD2 network data. Use XOR to encrypt PII by 

default. 

MAQ Encrypted with xxTEA. Can be configured to use 

TLS1.2 (AES-256) to encrypt all the network data. 

PDS HL7 Not encrypted. 

CMS Viewer MD2 Can be configured to use TLS1.2 (AES-256) to encrypt 

all the MD2 network data. Use XOR to encrypt PII by 

default. 

Mobile Server MD2 Can be configured to use TLS1.2 (AES-256) to encrypt 

all the MD2 network data. Use XOR to encrypt PII by 

default. 

HTTPS Can be configured to use https. 

AlarmGUARD 

Server 

MD2 Can be configured to use TLS1.2 (AES-256) to encrypt 

all the MD2 network data. Use XOR to encrypt PII by 

default. 

HTTPS Can be configured to use https. 

Web Server MD2 Can be configured to use TLS1.2 (AES-256) to encrypt 

all the MD2 network data. Use XOR to encrypt PII by 

default. 

HTTPS Can be configured to use https. 

eGateway CMS+ Encrypted with xxTEA 

MD2 Can be configured to use TLS1.2 (AES-256) to encrypt 

all the MD2 network data. Use XOR to encrypt PII by 

default. 
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MAQ Encrypted with xxTEA. Can be configured to use 

TLS1.2 (AES-256) to encrypt all the network data. 

IHE HL7 TLS 1.2 in version 7.1 or above. 

T/IPM/IMEC/u

MEC Series 

CMS+ Encrypted with xxTEA 

PDS HL7 Not encrypted. 

MAQ Encrypted with xxTEA 

N/ePM Series MD2 Can be configured to use TLS1.2 (AES-256). Will use 

XOR to encrypt PII by default. 

IHE HL7 Not encrypted. 

MAQ Encrypted with xxTEA. Can be configured to use 

TLS1.2 (AES-256) to encrypt all the network data. 

VS-900 CMS+ Encrypted with xxTEA 

IHE HL7 Not encrypted. 

MAQ Encrypted with xxTEA. 

VS8/9 MD2 TLS1.2 (AES-256) 

IHE HL7 Not encrypted 

MAQ TLS1.2 (AES-256) 

SV300/600/800 MD2 TLS1.2 (AES-256) 

IHE HL7 Not encrypted 

MAQ TLS1.2 (AES-256) 

TM80 MD2 TLS1.2 (AES-256) 

BeneFusion n/e 

BeneFusion i/u 

nDS/eDS 

MD2 TLS1.2 (AES-256) 

IHE HL7 Not encrypted. 

MAQ TLS1.2 (AES-256) 

BeneHeart D 

Series 

MD2 Can be configured to use TLS1.2 (AES-256). Will use 

XOR to encrypt PII by default. 

IHE HL7 Not encrypted. 

MAQ Encrypted with xxTEA. Can be configured to use 

TLS1.2 (AES-256) to encrypt all the network data. 

SV300 Series MD2 TLS1.2 (AES-256) 

IHE HL7 Not encrypted 

MAQ TLS1.2 (AES-256) 

SV600/SV800 

Series 

MD2 TLS1.2 (AES-256) 

IHE HL7 Not encrypted 

MAQ TLS1.2 (AES-256) 

SV70 Series MD2 TLS1.2 (AES-256) 

IHE HL7 Not encrypted 

MAQ TLS1.2 (AES-256) 
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Wato Series IHE HL7 Not encrypted 

Wato Pro Series IHE HL7 Not encrypted 

A5/A7 Series IHE HL7 Not encrypted 

A8/A9 Series MD2 TLS1.2 (AES-256) 

IHE HL7 Not encrypted 

MAQ TLS1.2 (AES-256) 

 

➢ Encryption at rest 

All PII within the Mindray system is encrypted at rest. 

Area Product PII encryption at rest 

FDA BeneVision DMS Yes, AES-256 

CMS Viewer Do no store 

Mobile Server Do no store 

eGateway Yes, AES-256for the database 

Passport 8/12/12M/17M Yes, in Mindray defined format. 

N/ePM/VS Series Yes, AES-256 

Accutorr7 Yes, in Mindray defined format. 

TM70/TM80 Yes, AES-256 

A5/A7 Series Encrypted with xxTEA. 

A8/A9 Series AES-256 

SV600/800 Series AES-256 

CE BeneVision CMS Yes, AES-256 

CMS Viewer Do no store 

Mobile Server Do no store 

Web Server Do no store 

AlarmGUARD Server Do no store 

eGateway Yes, AES-256 for the database 

T/iPM/iMEC/uMEC Series Yes, in Mindray defined format. 

N/ePM Series Yes, AES-256 

VS-900 Yes, in Mindray defined format. 

VS8/9 Yes, AES-256 

TM80/TM70 Yes, AES-256. 

SV300 Series Yes, AES-256 

SV600/800 Series Yes, AES-256 

SV70 Series Yes, AES-256 

NB300/350 Series Yes, AES-256 

Wato Series Yes, in Mindray defined format. 

Wato Pro Series Yes, in Mindray defined format. 
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A5/A7 Series Yes, in Mindray defined format. 

A8/A9 Series AES-256, Only privacy encryption 

BeneFusion n/e 

BeneFusion i/u 

nDS/eDS 

Yes, AES-256 

BeneHeart D series Yes, AES-256 

 

➢ Encryption in Wireless 

All wireless products support WPA/WPA2 Enterprise to protect the data in air. 

Area Product Security 802.1x EAP Methods 

FDA BeneVision DMS NA NA 

CMS Viewer NA NA 

Mobile Server NA NA 

eGateway NA NA 

Passport 17M NA NA 

A5/A7 Series NA NA 

A8/A9 Series NA NA 

SV600/800 Series NA NA 

Passport 8/12/12M 

N Series 

TM80 

Accutorr 7 

WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

CE BeneVision CMS NA NA 

CMS Viewer NA NA 

Mobile Server NA NA 

eGateway NA NA 

T/iPM/iMEC/uMEC 

Series 

N/ePM Series 

VS-900/VS8/VS9 

TM80 

WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

BeneFusion n/e 

BeneFusion i/u 

WPA TKIP-PSK 

WAP AES PSK 

NA 
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WPA2 TKIP-PSK 

WPA2 ES PSK 

WPA2 MIXED PSK 

BeneFusion nDS/eDS WPA PSK 

WPA TKIP 

WPA AES 

WPA2 PSK 

WPA2 AES 

CCKM TKIP 

CCKM AES 

WPA PSK AES 

NA 

BeneHeart D Series WPA-PSK 

WPA2-PSK 

WPA-Enterprise  

WPA2-Enterprise 

EAP-TLS 

PEAP-MsCHAPv2 

EAP-TTLS 

 

SV300 Series WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

SV600/800 Series WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

SV70 Series WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

 

➢ Protect PII on display & reports 

Allows configuration of the displayed PII on the device. This allows PII not needed to be 

hidden based on the use of the device. If the Patient ID contains the identification of the 
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patient, then the user can hide this field, this could help to prevent the unauthorized access 

to the Patient ID. 

 

The following fields can be configured to be displayed or hidden on the patient manager 

dialog of monitors and CMS: 

⚫ Patient ID 

⚫ Visit Number 

⚫ Room No 

⚫ Middle Name 

⚫ Race 

⚫ Age 

⚫ Custom Field 

The patient name can be configured to be hidden on the patient sector of Multi-Bed Screen. 

The patient name can be configured to be hidden on the remote view screen and 

dual-display screen of N series patient monitors. 

The following fields can be configured to be printed or hidden on the reporter of N series 

monitors and CMS: 

⚫ Patient Name 

⚫ Gender 

⚫ DOB 

⚫ Height/Weight 

⚫ Patient ID 

⚫ Visit Number 

⚫ Race 

⚫ Age 

⚫ Room No 

⚫ Bed No 

 

Area Product Protect PII on display Protect PII on reports 

FDA BeneVision DMS Yes Yes 

CMS Viewer No Yes 

Mobile Server 

Mobile Viewer 

No NA 

eGateway NA NA 

Passport 8/12 No No 

Passport 12M/17M No No 

N Series Yes Yes 

Accutorr7 No No 

A5/A7 Series No NA 
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A8/A9 Series No NA 

SV600/800 Series No NA 

TM70/TM80 Yes NA 

CE BeneVision CMS Yes Yes 

CMS Viewer No Yes 

Mobile Server 

Mobile Viewer 

No NA 

AlarmGUARD Server 

AlarmGUARD 

No NA 

Web Server 

Web CMSViewer 

Yes NA 

eGateway NA NA 

T/iPM/iMEC/uMEC No No 

N Series Yes Yes 

ePM Series Yes Yes 

VS-900 No No 

VS8/VS9 Yes Yes 

TM80 Yes NA 

BeneHeart D series Yes Yes 

BeneFusion n/e 

BeneFusion i/u 

nDS/eDS 

No NA 

SV300 Series No NA 

SV600/800 Series No NA 

SV70 Series No NA 

NB300/350 Series No NA 

Wato Series No NA 

Wato Pro Series No NA 

A5/A7 Series No NA 

A8/A9 Series No NA 

 

➢ Protect PII in logs 

System logs which may be exported during trouble shooting do not contain PII 

information. 

Area  Product Protect PII in logs 

FDA BeneVision DMS 

CMS Viewer 

Mobile Server 

Do not contain PII in logs 
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eGateway Logs are encrypted with AES-128, and the PII in 

logs can be deleted before exporting. 

Passport 8/12/12M/17M Do not contain PII in logs 

N Series Do not contain PII in logs 

Accutorr 7 Do not contain PII in logs 

A5/A7 Series Do not contain PII in logs 

A8/A9 Series Do not contain PII in logs 

SV600/800 Series Do not contain PII in logs 

TM70/TM80 Do not contain PII in logs 

CE BeneVision CMS 

CMS Viewer 

Mobile Server 

AlarmGUARD Server 

Web Server 

Do not contain PII in logs 

eGateway Logs are encrypted with AES-128, and the PII in 

logs can be deleted before exporting. 

T/iPM/iMEC/uMEC Do not contain PII in logs 

N/ePM Series Do not contain PII in logs 

VS-900/VS8/VS9 Do not contain PII in logs 

SV300 Series Do not contain PII in logs 

SV600/800 Series Do not contain PII in logs 

SV70 Series Do not contain PII in logs 

NB300/350 Series Do not contain PII in logs 

Wato Series Do not contain PII in logs 

Wato Pro Series Do not contain PII in logs 

A5/A7 Series Do not contain PII in logs 

A8/A9 Series Do not contain PII in logs 

TM80 Do not contain PII in logs 

BeneHeart D series Do not contain PII in logs 

BeneFusion n/e 

BeneFusion i/u 

nDS/eDS 

Do not contain PII in logs 

 

➢ Secure Data Delete 

Support completely erase all facility data. This can protect the patient data before shipping 

to Mindray for maintenance. 

Area Product Secure Data Deletion 

FDA BeneVision DMS Yes 
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CMS Viewer NA 

Mobile Server NA 

eGateway Yes 

Passport 8/12/12M/17M No 

N Series Yes 

Accutorr7 Yes 

A5/A7 Series Yes 

A8/A9 Series Yes 

SV600/800 Series Yes 

TM70/TM80 Yes 

CE BeneVision CMS Yes 

CMS Viewer NA 

Mobile Server NA 

Web Server NA 

AlarmGUARD Server NA 

eGateway Yes 

T/iPM/iMEC/uMEC Series No 

N/ePM Series Yes 

VS-900/VS8/VS9 Yes 

SV300 Series Yes 

SV600/800 Series Yes 

SV70 Series Yes 

NB300/350 Series Yes 

Wato Series Yes 

Wato Pro Series Yes 

A5/A7 Series Yes 

A8/A9 Series Yes 

TM80 Yes 

BeneHeart D series Yes 

BeneFusion n/e 

BeneFusion i/u 

nDS/eDS 

Yes 

 

➢ Backfilling 

Backfilling is used to retransmit the patient data to the server when the network is 

recovered. This ensures data integrity throughout the whole patient monitoring system and 

the hospital information system. 
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Monitor CMS eGateway
CIS

Up to 120 hours data Up to 48 hours data Up to 48 hours data

 

➢ Storage and Export 

The NoSQL database developed by Mindray is used in central station and N/ePM/VS8/VS9 

series patient monitors. If there is incompatibility between the old and new versions, 

Mindray will provide database conversion tools so that existing data can continue to be 

used in the new versions. The database exported from the central station is encrypted with 

AES-128. 

Mindray BeneFusion n/e series infusion pump and nDS support authorized users to export 

history records without patient privacy data. 

4.2.3 Security Testing 

➢ Fuzzing Test 

Mindray performs protocol fuzzing test on the supported network interface of products. 

The test is done by using the fuzzing framework called “Peach Fuzzer”. The Peach Fuzzer 

can generate the invalid or random inputting based on the specified protocol template 

which has contains all fields of the tested protocol. During the test, the tested product is 

monitored for crashing down of system and application. Mindray performs fuzzing test on 

the following products: 

Area Product Fuzzing Test 

FDA BeneVision DMS Yes (MD2/MAQ) 

CMS Viewer Yes  

Mobile Server Yes (MD2) 

eGateway Yes (MD2/HL7/MAQ) 

Passport 8/12/12M/17M Yes (only MAQ) 

N Series Yes 

Accutorr7  Yes (only MAQ) 

A5/A7 Series Yes(MD2) 

A8/A9 Series Yes(MD2) 

SV600/800 Series Yes(MD2) 
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TM70/TM80 Yes 

CE BeneVision CMS Yes (MD2/MAQ) 

CMS Viewer Yes  

Mobile Server Yes (MD2) 

Web Server Yes (MD2) 

AlarmGUARD Server Yes (MD2) 

eGateway Yes (MD2/HL7/MAQ) 

T/iPM/iMEC/uMEC Series Yes (only MAQ) 

N/ePM Series Yes 

VS-900 Yes (only MAQ) 

VS8/VS9 Yes 

SV300 Series Yes(MD2) 

SV600/800 Series Yes(MD2) 

SV70 Series Yes(MD2) 

NB300/350 Series Yes(MD2) 

Wato Series No 

Wato Pro Series No 

A5/A7 Series Yes(MD2) 

A8/A9 Series Yes(MD2) 

TM80 Yes 

BeneHeart D series Yes 

BeneFusion n/e 

BeneFusion i/u 

nDS/eDS 

Yes (only MAQ) 

 

➢ Penetration Test 

Mindray performs Vulnerability Scan using Tenable Nessus Pro on the network interfaces, 

and work with 3rd party to conduct the penetration test to detect and asset the vulnerability. 

Area Product Penetration Test 

FDA BeneVision DMS Yes 

CMS Viewer Yes 

Mobile Server Yes 

eGateway Yes 

Passport 8/12/12M/17M Yes 

N Series Yes 

Accutorr7  Yes 

A5/A7 Series Yes 
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A8/A9 Series Yes 

SV600/800 Series Yes 

TM70/TM80 Yes 

CE BeneVision CMS Yes 

CMS Viewer Yes 

Mobile Server Yes 

Web Server Yes 

AlarmGUARD Server Yes 

eGateway Yes 

T/iPM/iMEC/uMEC Series Yes 

N/ePM Series Yes 

VS-900/VS8/VS9 Yes 

SV300 Series Yes 

SV600/800 Series Yes 

SV70 Series Yes 

NB300/350 Series Yes 

Wato Series Yes 

Wato Pro Series Yes 

A5/A7 Series Yes 

A8/A9 Series Yes 

TM80 Yes 

BeneHeart D series Yes 

BeneFusion n/e 

BeneFusion /i/u 

nDS/eDS 

Yes 

 

4.2.4 Software Upgrade 

For the upgrade process of  Mindray embedded devices: 

1) The upgrade package can only be packed with the OS and application, the monitors 

cannot support to upgrade the application only and always install together with the OS. 

2) The monitor can only be upgraded by the specified tool which is developed by Mindray 

and is password protected. 

3) The upgrade package is checked by checking the checksum before the installation. 

 

4.3 OS Security 
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4.3.1 Application White Listing 

Utilizing McAfee Application Control Microsoft Windows based Mindray devices will 

deny access by unauthorized applications ensure proper operation without the need for 

signature updates. 

 

4.3.2 Anti-Virus 

Adoption of the hospital Anti-virus policies within the following Mindray Products: 

⚫ eGateway 

⚫ Mobile Server 

⚫ CMS Viewer 

⚫ Web Server 

⚫ AlarmGUARD Server 

 

The patient monitor doesn't support the use of anti-malware software, but it supply 

mechanisms to protect the device: 

⚫ Disable unused ports and services. 

⚫ Disable the services that could be remote login. 

⚫ Only runs the specified process in the list. 

⚫ The Flash is read-only when the system is running. Even if the monitor is infected by 

virus through network, it will delete the virus after reboot. 

⚫ All the applications that can be run are on the Flash, the monitor will not run the 

applications on the CF card or USB drive. 

⚫ It is impossible to infect the virus from USB drive. The patient monitor only read/write 

the file with specified file name, and the application or script on the USB storage 

cannot be auto-run. 

 

4.3.3 Firewall 

Microsoft Windows based Mindray devices utilize the built-in firewall to restrict access 

from outside the device as well as restrict the applications running within the device. 

The iptable is enabled on N Series to block the unintended network stream. 

 

4.3.4 Patching Policy 

Mindray has a continuous improvement process assessing the impact of all Microsoft 

Windows and Linux patches on a monthly basis, typically release of a validated patch 

occurs within two weeks of the patch being released. 
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4.3.5 OS Hardening 

➢ Disable remote login 

All processes or services that could be used to login remotely are disabled. 

Area Product Disable remote login 

FDA BeneVision DMS Yes 

CMS Viewer No, install on the computer of the doctor. 

Mobile Server No 

eGateway No, RDP is enabled. 

Passport 8/12/12M/17M Yes 

N Series Yes 

Accutorr7 Yes 

A5/A7 Series Yes 

A8/A9 Series Yes 

SV600/800 Series Yes 

TM70/80 Yes 

CE BeneVision CMS Yes 

CMS Viewer No, install on the computer of the doctor. 

Mobile Server No 

Web Server No, software only product 

AlarmGUARD Server No, software only product 

eGateway No, RDP is enabled. 

T/iPM/iMEC/uMEC Series Yes 

N/ePM Series Yes 

SV300/600/800 Yes 

VS-900/VS8/VS9 Yes 

SV300 Series Yes 

SV600/800 Series Yes 

SV70 Series Yes 

NB300/350 Series Yes 

Wato Series Yes 

Wato Pro Series Yes 

A5/A7 Series Yes 

A8/A9 Series Yes 

TM80 Yes 

BeneHeart D series Yes 

BeneFusion n/e 

BeneFusion i/u 

Yes 
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nDS/eDS 

 

➢ Disable unneeded services and ports 

1) We have disabled unused services on BeneVison DMS/CMS, monitors and infusion 

pumps. 

2) For the monitors and infusion pumps: 

⚫ All open TCP/UDP port is used by the application. And the communication 

protocols are Mindray defined private protocol. 

⚫ The monitor only runs the specified process in the list. 

 

➢ Disable USB auto-run 

The application on the USB storage cannot be auto-run on BeneVison DMS/CMS, 

monitors, BeneHeart D series defibrillator  and infusion pumps. 

 

4.4  Host Security 

Virtualization: Mindray Central Station(CE version only) and eGateway support running on 

VMWare virtualized environment. 

VMware Feature Supported Comment 

Snapshot Yes  

Clone Yes  

VMotion: Change host Yes Service will not be interrupted 

VMotion: Change datastore Yes Service will not be interrupted 

VMotion: Change both host 

and datastore 

Yes Service will not be interrupted 

HA: Host Monitoring Yes HA needs to restart the virtual machine, the 

service will be temporarily interrupted. 

HA: VM Monitoring Yes HA needs to restart the virtual machine, the 

service will be temporarily interrupted. 

HA: Application Monitoring No  

Fault Tolerance No  

 

4.5  Network Environment Security 
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4.5.1 Wi-Fi (WPA2 Enterprise) 

The wireless network card of the patient monitors support WPA2 Enterprise encryption. 

WPA2 Enterprise can guarantee the security of data transmitting in the air. 

Area Product Version Security 802.1x EAP Methods 

FDA Passport 8/12 ≥05.22.00(Laird) WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

Passport 17M NA NA NA 

Passport 12M ≥05.21.00(Laird) WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

T1 ≥05.21.00(Laird) WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

N Series All WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

Accutorr 7 ≥03.07.00(Laird) WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 
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LEAP 

EAP-FAST 

TM80 ≤03.01(ALinket) WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

PEAP-Mschapv2 

PEAP-GTC 

EAP-TLS 

≥03.00(Silex) WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

CE T/iPM/iMEC 

Series 

≥05.28.00(Laird) WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

VS-900 ≥03.08.00(Laird) WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

uMEC/ePM/N/ 

Series 

VS8/VS9 

All WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

SV300 Series All WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 
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SV600/800 

Series 

All WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

SV70 Series All WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

BeneHeart D 

Series 

All WPA-PSK 

WPA2-PSK 

WPA-Enterprise  

WPA2-Enterprise 

EAP-TLS 

PEAP-MsCHAPv2 

EAP-TTLS 

 

TM80 ≤01.08(ALinket) WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

PEAP-Mschapv2 

PEAP-GTC 

EAP-TLS 

≥02.00(Silex) WPA-Enterprise 

WPA2-PSK 

WPA2-Enterprise 

EAP-TLS 

EAP-TTLS 

PEAP-Mschapv2 

PEAP-GTC 

PEAP-TLS 

LEAP 

EAP-FAST 

 

The Laird Wi-Fi module supports the certifications with following format and all the CA 

and User Cert can be SHA-128 or SHA-256 signed. 

⚫ CA Cert: both the PEM (.pem) and CER (.cer) format. 

⚫ User Cert: PKCS#12 (.pfx/.p12) or PEM (.pem). In both cases, the cert needs to 

contain both the user certificate and the user encryption key. 

The Alinket Wi-Fi module only supports certificates in PEM format. The user cert file 

needs to contain both the user certificate and private key in PKCS#8. The maximum size of 

certificates and keys supported by the TM80 is 2K bytes. When the key agreement 

algorithm is DH algorithm, the maximum size for DH parameters configured at the 

RADIUS server size is 2K bytes. The TM80 with Alinket Wi-Fi module can only support 
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SHA-128 signed CA Cert and User Cert. 

The Silex Wi-Fi module only supports certificates in PEM format. The user cert file needs 

to contain both the user certificate and private key in PKCS#12 or PKCS#8. The maximum 

size of certificates and keys supported by the TM80 is 4K bytes. The TM80 with Silex 

Wi-Fi module can support SHA-128 and SHA-256 signed CA Cert and User Cert.  

All the certs can be imported by USB stick, the monitor only read the files on the specified 

folder in the USB stick. There is no interface to export the cert file on the monitor. 

 

The wireless network card of BeneFusion n/e series infusion pump and nDS/eDS supports 

WPA and WPA2 encryption, which can ensure the security of data transmitted over the air. 

Area Product Security 

CE BeneFusion n/e series 

BeneFusion i/u series 

WPA TKIP PSK 

WPA AES PSK 

WPA2 TKIP PSK 

WPA2 ES PSK 

WPA2 MIXED PSK 

BeneFusion nDS/eDS WPA PSK 

WPA TKIP 

WPA AES 

WPA2 PSK 

WPA2 AES 

CCKM TKIP 

CCKM AES 

WPA PSK AES 

 

4.5.2 Isolation Network 

Layered network design can better isolate the risks between monitoring network and 

hospital network. Users can customize ACL to restrict data communication between 

different networks according to their needs. 
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 Gateway

BeneVision CS

CMS Viewer

Patient Monitoring Network

Central Monitoring Network

Hospital Network

H
L7

BeneVision WS BeneVision VS

Mobile Server

Mobile Viewer

 

 

4.5.3 Network redundancy 

Mindray patient monitoring system supports running in redundant wired and wireless network 

environment. In this way, when one of the network devices fails, the monitoring system can run 

normally. 
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Chapter5 Secure Post-Market Lifecycle 

 

5.1 Monitoring and Response to Security Incidents 

PMLS Product Security Team is actively monitoring new security vulnerabilities, including 

those identified by operating system vendors and third party software. This Team collects 

information, assesses the risk on Mindray products of these vulnerabilities, and resolves the 

vulnerabilities that may affect Mindray products. 

 

When cyber-security events or incidents are detected or reported, Product Security Team 

evaluates the risk and impact, coordinates a unified response, and follows through to 

investigate and address security events in accordance with our Product Security policy 

framework. 

 

5.2 Patch Management Policy 

The security patches of the various Microsoft Windows Operating Systems (OS) are 

released on Patch Tuesday regularly. Mindray will start to assess the impact of these 

hotfixes within 48 hours of Mindray becoming aware of the new security patch. The 

notification of the impact analysis and recommended customer action for the products of 

Mindray Patient Monitor and Life Support division will be released within a week of the 

assessment. The patches will then be validated on our products and released on the 

Mindray website within two weeks. 

 

If the threat cannot be resolved by installing OS patches alone, system software on the 

medical device may need to change to fix the threat.  The release plan for this system 

software will be included in the notification. And the released system software will be 

available via the Mindray Service channels. 

 

The Mindray Patient Monitor and Life Support product line provides a broad range of 

products, including software-only products. These products can be installed and used on a 

customer-provided computer/server/virtual environment and network only when the 

computer/server/virtual environment and network is properly secure. The entire 

computer/server/virtual environment, including the operating system and other installed 

software running on the same host should be patched. Mindray will validate that the 

software-only products are not affected by the installation of OS patches, and release the 

list of patches in the website notification monthly. 
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Chapter6 Customer Role  

 

To protect the entire healthcare system against hacking, the customer needs to realize a 

defense-in-depth strategy where Mindray products are an important part of this strategy.  

The customer should implement multiple layers of defense to protect the network from 

internal and external cyber-attack. If an attack causes one security mechanism to fail, other 

mechanisms may still provide the necessary security to protect the system. The customer 

may use many kinds of technologies, security software of different vendors, configurations 

to implement the strategy.  

 

Network Firewalls and/or ACLs should be deployed between the Mindray device 

proprietary network and the hospital network. The network should be designed to keep the 

Mindray monitoring equipment and traffic as isolated as possible from the rest of the 

hospital’s network. This is to prevent any degradation to the monitoring capacities of the 

system due to non-monitoring related traffic that could interfere with the near-real-time 

data flow required for proper system operation. It also minimizes the chance of worms, 

viruses, and other malware from affecting the patient monitoring system. 
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Chapter7 MDS2 

 

To help hospitals protect patients' privacy and meet relevant legal requirements (HIPAA, 

GDPR) better, Mindray exports MDS2 for each product. 


