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Intended Use

This manual describes the networking of monitoring products to support network
deployment, installation, and maintenance of monitoring products. This manual is
intended to solve networking problems that may occur during deployment, reduce
the costs of installation, deployment and maintenance, and realize the incorporation
of Mindray monitoring products into a hospital’s network.

Intended Audience

This manual assumes a basic knowledge of networking. Readers should have
knowledge in this field, such as switches, TCP/IP, VLAN, unicast, and multicast.

This manual is intended for developers, test personnel, technical support engineers,
and marketing personnel.
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1 Overview

1.1 Terms

1.1.1 Definitions

Internet Group Management Protocol (IGMP): A protocol used between
devices and adjacent routers to manage the routing of UDP multicast messages.

Virtual Local Area Network (VLAN): A method for creating independent
broadcast domains on shared switches. Traffic must be routed to move from one
VLAN to another.

Hospital Supplied Wireless Network: The wireless network of a hospital is
deployed in a unified manner and provides hospital-wide coverage. Network
devices are not provided by Mindray.

Mindray Supplied Wireless Network: The wireless network of a hospital is
provided by Mindray. The hospital units may deploy wireless networks respectively,
but the wireless networks are only used for monitor access.

Bedside Monitors Network (: is the network between monitors or between
monitors and central stations.

Central Station Network : is the network between central stations or between a
central station and a viewstation, workstation, CMS Viewer, or eGateway.

1.1.2 Acronyms

VLAN Virtual Local Area Network
DHCP Dynamic Host Configuration Protocol

IGMP Internet Group Management Protocol
NTP Network Time Protocol

SNTP Simple Network Time protocol

FDA Food and Drug Administration

1.2 Products and Versions

1.2.1 Monitor Versions

1.2.1.1 Rebranding of Monitors

Several monitors have been rebranded for the North American Market. The
following table shows the CE/China monitor brand name and equivalent North
American brand name for the monitor line.



Table 1 Equivalent Monitors

CE/China Monitor North American Monitor
BeneView T8 DPM7/Passport 17M
BeneView T5 DPM6/Passport 12M
IPM 8 Passport 8

IPM 12 Passport 12

VS600 Accutorr 3

VS900 Accutorr 7

1.2.1.2 Network Discovery

This section covers the monitor’s method for discovering other devices on the
network.

Static: A monitor communicates with a central station (or an eGateway)
by using a statically configured IP address of the central station (or the eGateway)
configured on the monitor. Unicast realizes cross-VLAN communication.

CMS+ Broadcast: The monitor sends a CMS+ broadcast packet every second to
announce its presence on the network. After receiving the packet, the central station
(or the eGateway) sets up communication with the monitor based on the monitor
information contained in the packet. Broadcast packets are also used to transmit
remote-view alarms and device lists between monitors. Broadcast does not support
cross-VLAN communication.

CMS+ Multicast:  The monitor periodically sends CMS+ multicast packets to
announce its presence on the network. After receiving a multicast packet, the
central station (or the eGateway) sets up communication with the monitor based on
the monitor information contained in the packet. Multicast packets are also used to
transmit remote-view alarms and device lists between monitors. Multicast realizes

cross-VLAN communication when time to live (TTL) is set to a value greater than
1.

Hive: The monitor uses the Hive service to discover other devices on the
network. This involves UDP multicasting presence information for the Hive service
to receive. The Hive service then notifies registered devices, via UDP unicast, of
changes to the Hive service’s database. If the device supports use of the Hive then
the number in parentheses is the TTL of the multicast message, a value of ‘n’ means
it is user configurable.

MDP: The MDP packets is used only between V Series to remote view
each other. The monitor periodically sends the MDP packets by Multicast.

MDP2: The MDP2 packets is used in the next generation product including
BeneVision N Series, Wifi Telemetry, BeneVision CMS, eGateway 6.0. The MDP2




packets can be sent by UDP multicast (225.0.0.8) or unicast. The receive port is

6678.
Table 2 Network Discovery
Discovery
Product Version : CMS+ CMS+ Hive MDP2
Static Broadcast | Multicast | (TTL)

FDA | Passport <5.17.0 N Y N N N
1M 5170 | N Y Y N N
Passport <5.17.0 N Y N N N
12M 5170 | Y Y Y N N
Tl <5.16.0 N Y N N N

5.16.0 Y Y N N N
5.17.0 Y Y Y N N
Passport <5.18.0 N Y N N N
8/12 5180  |Y Y Y N N
Accutorr 7 | <3.05.0 N Y N N N
3.05.0 Y Y N N N
3.06.0 Y Y Y N N
DPM 3/4/5 | All N Y N N N
DPM6/7 All N Y N N N
PPV All N Y N N
Spectrum All N N N Y(1) N
Passport II
V12/21 <2.5 N N N Y(1) N
2.5 N N N Y(n) N
TMS6016 All N Y N N N
TEL-100/2 | All N Y N N N
00
BeneVision | All N N Y N N
TD60

ce/ | T8/T6 <5250 |N Y N N N

Chi 5.25.0 N Y Y N N

na TS <5.25.0 N Y N N N

5.25.0 Y Y Y N N
Tl <5.15.0 N Y N N N




Discovery
Product Version : CMS+ CMS+ Hive MDP2
Static Broadcast | Multicast | (TTL)
5.15.0 Y Y N N N
5.25.0 Y Y Y N N
IPM <5.20.0 N Y N N N
8/10/12 5200 | Y Y N N N
5.25.0 Y Y Y N N
IMEC <5.20.0 N Y N N N
8/10/12 5200 | Y Y N N N
5.25.0 Y Y Y N N
VS900 <3.3.0 N Y N N N
3.3.0 Y Y N N N
3.7.0 Y Y Y N N
PM Series | All N Y N N N
MEC Series
VS 800
iPM9800 All N Y N N N
BeneHeart | <2.2.0 N Y N N N
Series 22.0 Y Y N N N
TMS6016 All N Y N N N
BeneVision | All Y N N N Y
N Series
BeneVision | All Y N N N Y
T™MS80

Note: Later versions are also included, unless otherwise specified.

1.2.1.3 Network Configurations

This section specifies the basic network configurations supported by the monitoring devices.
Supported Speeds: What Ethernet speed and duplex settings are supported by the monitors
network interface? HD = Half Duplex, FD = Full Duplex.

Auto-negotiate: Does the monitor support setting the Ethernet interface to auto-negotiate
speed and duplex? This can be yes, no, or always. Always means the speed

cannot be manually set and will always be auto-negotiated.

Default Gateway: Does the monitor support the setting of a Default Gateway?




Network Mask: Does the monitor support the setting of a Network Mask? If not then the
fixed mask is specified.

DHCP: Does the monitor support the use of DHCP to automatically configure 1P
address, Network Mask, Default Gateway, and DNS server?

Table 3 Network Configurations

iy Versio | Supported ::gt:t_iat Default Network e
n Speeds . Gateway Mask
FDA | Passport <5.17.0 | IOMBHD |Y N N N
1™ 5170 | 10MBHD |Y Y Y Y
Passport <5.17.0 | IOMBHD |Y N N N
12M 5170 | 10MBHD |Y Y Y Y
T1 <5.17.0 | I00OMBFD | Y N N N
5.17.0 I00MBFD | Y Y Y Y
Passport <5.18.0 | I00OMBFD | Y N N N
8/12 5.18.0 | I00MBFD |Y Y Y Y
Accutorr7 <3.06.0 | 1I00OMBFD | Y N N N
3.06.0 100MBFD | Y Y Y Y
DPM 3/4/5 All I00MBFD | Y N N N
DPM6/7 All IOMBHD |Y N N N
PPV All I00MBFD | Y N Y N
Spectrum All 100MB N N Y N
Passport II HD
V12/21 <2.5 100MB FD | N N Y N
2.5 100MB FD | N Y Y N
TMS6016 All I00MBFD | Y N N N
TEL-100/20 | All IOMBHD |Y N N N
0
BeneVision | All IOMBHD |Y Y Y Y
TD60
CE/ T8/T6 5.5.0 IOMBHD |Y N Y N
Chin 5250 |10MBHD |Y Y Y Y
a TS 550 | 10MBHD |Y N Y N
5.25.0 IOMBHD |Y Y Y Y
T1 <5.25.0 | I00OMBFD | Y N N N
5.25.0 I00MBFD | Y Y Y Y




Versio | Supported Auto- Default Network
Product negotiat DHCP
n Speeds . Gateway Mask
IPM 8/10/12 | <5.25.0 | I00OMBFD | Y N N N
5.25.0 I00MBFD | Y Y Y Y
IMEC <5.25.0 | I00OMBFD | Y N N N
8/10/12 5250 | 100MBFD |Y Y Y Y
VS900 <3.7.0 I00OMBFD | Y N N N
3.7.0 I00MBFD | Y Y Y Y
PM Series All I00OMBFD | Y N N N
MEC Series
VS 800
iPM9800 All I00MBFD | Y N N N
BeneHeart All I00OMBFD | Y N N N
Series
TMS6016 All 10MB FD Y N N N
BeneVision | All I00OMBFD | Y Y Y Y
N Series
BeneVision | All I00OMBFD | Y Y Y Y
ePM Series
BeneVision | All NA NA Y Y Y
T™MS80

1.2.1.4 Wi-Fi Capabilities

This section covers the basic Wi-Fi capabilities of the monitors.

802.11 Version Supported: The basic Wi-Fi PHY/MAC: that are supported by the device (a,b,g,n@2.4GHz,

n@5GHz

Security:

, and/or ac).

What wireless security modes are supported by the device? What encryption is supported in

that mode?

EAP Methods: What EAP methods are supported by the device if enterprise security is supported?

Wi-Fi Roaming:

The monitor switches between different access points (Aps) without service

interruptions.
Table 4 Wi-Fi Capabilities
802.11 i-Fi
Versio . 802.1x EAP AL
Product Versions Security Roamin
n Methods
Supported g




802.11 Wi-Fi
Versio . 802.1x EAP
Product Versions Security Roamin
n Supported Methods g
FDA | Passport 17M | All NA NA NA NA
Passport 12M | Silex 802.11g/n WPA2-PSK NA Y
05.21.0 | 802.11 WPA-PSK EAP-TLS Y
O(Lair | a/b/g/n WPA-Enterprise | EAP-TTLS
d) WPA2-PSK PEAP-Mscha
WPA2-Enterprise | Pv2
PEAP-GTC
PEAP-TLS
LEAP
EAP-FAST
T1 5.17.0 | 802.11g/n | WPA2-PSK NA Y
05.21.0 | 802.11 WPA-PSK EAP-TLS Y
O(Lair | a/b/g/n WPA-Enterprise | EAP-TTLS
d) WPA2-PSK PEAP-Mscha
WPA2-Enterprise | pv2
PEAP-GTC
PEAP-TLS
LEAP
EAP-FAST
Passport 8/12 | 5.18.0 | 802.11g/n WPA2-PSK NA Y
05.22.0 | 802.11 WPA-PSK EAP-TLS Y
O(Lair | a/b/g/n WPA-Enterprise | EAP-TTLS
d) WPA2-PSK PEAP-Mscha
WPA2-Enterprise | pv2
PEAP-GTC
PEAP-TLS
LEAP
EAP-FAST
Accutorr7 3.5.0 802.11g/n WPA2-PSK NA Y




Versio 802.1.1 802.1x EAP S
Product Versions Security Roamin
n Supported Methods g
03.07.0 | 802.11 WPA-PSK EAP-TLS Y
O(Lair | a/b/g/n WPA-Enterprise | EAP-TTLS
d) WPA2-PSK PEAP-Mscha
WPA2-Enterprise | Pv2
PEAP-GTC
PEAP-TLS
LEAP
EAP-FAST
DPM 3/4/5 All NA NA NA NA
DPM6 Silex 802.11g/n WPA2-PSK NA Y
DPM7 Silex 802.11g/n WPA2-PSK NA NA
PPV All NA NA NA Y
Spectrum All NA NA NA NA
Passport II
V12 <2.5 NA NA NA NA
2.5 802.11g/n WPA-PSK PEAP Y
WPA-Enterprise | MSCHAPv2
WPA2-PSK
WPA2-Enterprise
V21 All NA NA NA NA
TMS6016 All NA NA NA NA
TEL-100/200 | All NA NA NA NA
BeneVision All NA NA NA NA
TD60
BeneVision All 802.11 WPA-PSK PEAP-Mscha | Y
TMS80 a/b/g/n WPA-Enterprise | pv2
WPA2-PSK PEAP-GTC
WPA2-Enterprise | EAP-TLS
CE/ T8/T6 <5.28. | 802.11g/n WPA2-PSK NA N

00




Versio 802.1.1 802.1x EAP S
Product Versions Security Roamin
. Supported Methods g
China 5.28.00 | 802.11a/b/g/ | WPA-PSK EAP-TLS Y
(Laird) | n WPA EAP-TTLS
WPA2-PSK PEAP-Mscha
WPA2 pv2
PEAP-GTC
PEAP-TLS
LEAP
EAP-FAST
TS <5.28. | 802.11g/n | WPA2-PSK NA Y
00
5.28.00 | 802.11 WPA-PSK EAP-TLS Y
(Laird) | a/b/g/n WPA EAP-TTLS
WPA2-PSK PEAP-Mscha
WPA2 pv2
PEAP-GTC
PEAP-TLS
LEAP
EAP-FAST
T1 <520 | 802.11g/m | WPA2-PSK NA N
520.0 | 802.11g/n | WPA2-PSK NA Y
5.28.00 | 802.11 WPA-PSK EAP-TLS Y
(Laird) | a/b/g/n WPA EAP-TTLS
WPA2-PSK PEAP-Mscha
WPA2 pv2
PEAP-GTC
PEAP-TLS
LEAP
EAP-FAST
IPM 8/10/12 | <520 | 802.11g/n | WPA2-PSK NA N
520.0 | 802.11g/n | WPA2-PSK NA Y




Versio 802.1.1 802.1x EAP S
Product Versions Security Roamin
n Supported Methods g
5.28.00 | 802.11 WPA-PSK EAP-TLS Y
(Laird) | a/b/g/n WPA EAP-TTLS
WPA2-PSK PEAP-Mscha
WPA2 pv2
PEAP-GTC
PEAP-TLS
LEAP
EAP-FAST
IMEC <5.20 802.11g/n WPA2-PSK NA N
8/10/12 5200 | 802.11g/m | WPA2-PSK NA Y
5.28.00 | 802.11 WPA-PSK EAP-TLS Y
(Laird) | a/b/g/n WPA EAP-TTLS
WPA2-PSK PEAP-Mscha
WPA2 pv2
PEAP-GTC
PEAP-TLS
LEAP
EAP-FAST
VS900 <3.03. | 802.11g/n WPA2-PSK NA N
00
3.03.00 | 802.11g/n WPA2-PSK NA Y
3.08.00 | 802.11 WPA-PSK EAP-TLS Y
(Laird) | a/b/g/n WPA EAP-TTLS
WPA2-PSK PEAP-Mscha
WPA2 pv2
PEAP-GTC
PEAP-TLS
LEAP
EAP-FAST
PM Series All NA NA NA None
MEC Series
VS 800
iPM9800 All NA NA NA None
BeneHeart All NA NA NA NA
Series
TMS6016 All NA NA NA NA




BeneVision N | All 802.11 WPA-PSK EAP-TLS
Series a/b/g/n WPA EAP-TTLS
WPA2-PSK PEAP-Mscha
WPA2 pv2
PEAP-GTC
PEAP-TLS
LEAP
EAP-FAST
BeneVision All 802.11 WPA-PSK EAP-TLS
ePM Series a/b/g/n WPA EAP-TTLS
WPA2-PSK PEAP-Mscha
WPA2 pv2
PEAP-GTC
PEAP-TLS
LEAP
EAP-FAST
BeneVision 1.04.00 | 802.11 b/g/n | WPA2-PSK NA
TM80 1.05.00 | 802.11 WPA/WPA2-PSK | PEAP-Mscha
a/b/g/n WPA/WPA2-EAP | pv2
PEAP-GTC
EAP-TLS

Hypervisor

Table 5 Central Stations

1.2.2 Central Station (Including PDSGateway) Versions

<06.08.
00




06.08.0

06.20.0

DPM CS <01.01.

z
S
z
z
z
z

01.01.0

Panorama <9.0
9.0
11.5

BeneVision | 07.00.0
CentralStati | 0

on >07.00

<Klz|z |~
K<z |~
<Klz|z |~
K< |=<|Z
z\|Zz|z|Z
zZ|Zz |z |~

=
=
=
=
z
=

Note: The BeneVision CentralStation later than 07.00.00 will be not compatible
with eGateway 5.3 or earlier version. The BeneVision CentralStation later than
07.10.00 will be not compatible with eGateway 6.2.X or earlier version.

1.2.3 eGateway Versions

Table 6 Gateways

eGatewa | <5.1.0.7 | N Y N Y N N
y 5107 |Y Y N Y N Y
52.011 |Y Y Y Y N Y

Y Y Y Y Y Y

>6.0.0.0




1.3 Network Limit

The network limits varies with different communication modes of monitors. For
specification details, see Table 4.

Table 7 Device Network Limits

Network Communication

Maximum Number of

. Comments

Mode Devices

All devices are CMS+ 96 per subnet Only for all 96 devices installed in the

broadcast. same subnet, if installed in different
subnet, you can make bigger patient
monitoring network, but device in
subnet A cannot remote view device
in subnet B.

All devices are CMS+ 400 per subnet All 400 devices installed in the same

multicast subnet or multiple subnet.

All devices are CMS+ unicast. | Unspecified Device cannot remote view each other
if disable multicast and broadcast.

TD60/ TEL-100/200 188 total This is the limit for the entire install
due to 608 wireless bandwidth
limitations. The 188 devices can and
may have to be distributed between
multiple subnets based on the device
using CMS+ multicast or broadcast
on the wired network.

All devices are ELAN. 270 total

All devices are MD2 1200 Only for all 1200 devices installed in
the same subnet or multiple subnet.

eGateways 6 total Up to 6 total eGateways are supported
on a network, each will support up to
1200 devices.

BeneVision CentralStation 120 Up to 120 BeneVision CentralStation

(R3) are supported.

AP70 2000 Up to 2000 AP70 are supported to
online AC70

TM70 2000 Up to 2000 TM70 are supported to

online AC70




1.4 Protocols

Currently there are four major protocols used by Mindray: CMS, CMS+, ELAN
and MD2; and a few auxiliary one. This section gives a brief overview of them.

1.4.1 CMS

This is an early protocol developed in Shenzhen. The CMS protocol requires
devices to use the 202.114.4.0/24 network. The Central Station must be located at
202.114.4.119.

1.4.2 CMS+

This is a protocol developed in Shenzhen based on the CMS protocol and is found
in most of Mindray’s monitors. This protocol has two methods of dynamic device
discovery: broadcast and multicast. Broadcast was the original method where
monitors use IP broadcasts to announce their presence on the network. Newer
devices support UDP multicasting to announce their presence. If dynamic discovery
is not needed a device can be configured to send its presence message to a central
station via a statically assigned IP address. Once a central station decides to
communicate with a discovered device it connects to the device via a TCP
connection where the device acts as the server. A device can only have one CMS+
connection at a time.

CMS+ uses TCP port 3500 for real-time data and control information. Depending
on a device’s configuration it will broadcast presence messages on port 3501 or use
multicast presence messages at address 225.0.0.8 on port 3501.

1.4.3 ELAN

This is a protocol developed in Mahwah and is found in Mahwah developed
devices and devices that need to communicate with them. This protocol uses the
Hive service for device discover. For redundancy multiple Hive services can exist
on the network, typically in central stations and gateways. Only one is active at a
time. A device that needs to discover other devices on the network registers with the
hive to receive events when devices are added or removed from the network. When
a device is attached to the network it sends a UDP multicast message that the Hive
uses to update its database and notify registered devices of any changes. Each
device has a unique UDP multicast on which it sends its real-time data. Devices
interested in the real-time data from another device get this address from the Hive
and join that multicast group. In older devices the UDP multicast was fixed to 1 so
all devices needed to live on the same subnet. New monitors support a configurable



UDP multicast TTL. For non-real-time information and controlling a monitor a
UDP connection can be made to exchange information. This connection has a retry
mechanism to provide reliability which is not built into UDP.

ELAN real-time data is multicast on port 5100 where each device has a unique
multicast address. Control data is transmitted via UDP from port 5061 and is
received on port 5060. The Hive Server listens on Port 5050 for UDP multicast
messages on address 225.0.0.1.

1.4.4 MD Presence v1 (MDP) protocol

This protocol is used to transmit presence data to the network for network discovery.
It is based on the MD version 1 protocol. It is currently used by the V-Series
monitors. It multicasts data on IP address 225.0.0.6, port 5502.

1.4.5 MD Alarm Watch v1 (MDAW) protocol

This protocol is used to transmit data for alarm watch applications. It is based on
the MD version 1 protocol. It is currently used by the V-Series monitors. It
multicasts data on IP address 225.0.0.7, port 5504.

1.4.6 Mindray ADT Query (MAQ) protocol

This protocol is used to allow devices to query for ADT information. Currently the
eGateway is the server for this service and monitors and central act as clients. This
protocol defaults to use TCP port 3501.

1.4.7 Mindray File Announcement (MFA) protocol

This protocol is used to notify the system that a file is ready to be retrieved by a
client. The server will generate and place the file in a shared directory then
multicast a message to the network the location of the file and some basic metadata
about the file allow clients to decide if they need to retrieve the file. Once retrieved
the client is responsible for removing the file from the shared directory. The server
will periodically resend the message if the file is not retrieved and will eventually
delete the file if no one retrieves it. This is currently used for transferring file
related to 12-lead reports and waveform snippets between centrals and the
eGateway. This protocol defaults to use the multicast address of 224.0.100.1 and
UDP port 3669



1.4.8 Data Export XML File Format

This file format is used to transmit 12-lead ECG reports and waveform snippet files.
It is an XML file format that is used to store patient observations. It is currently
used between central stations and eGateways as well as 3™ party ECG management
systems. It can be used to transmit general patient observations as well but is not
currently use for this.

1.4.8.1 Related Documents

“Data Export XML File Format Specification”, KF-310A-2-060

1.4.9 MD2 Protocol

This is the latest protocol based on the MD protocol and is used by N series product.
This protocol support multicast device discovery if network support multicast, or a
device can be configured to send it presence message to a central station too. This
protocol will send it's real time vital sign data by TCP. MD2 use multicast presence
messages(MDP2) at address 225.0.0.8 on port 6678.

1.4.10 HL7 Bed-to-Bed Protocol

This is an HL7 based protocol for communicating data between monitoring devices.
Up to 4 connections are supported. It broadcast presence message on port 4600.



2 Networking Scenarios

2.1 Network overview

The relationship between the Monitors, Central Stations, and e-Gateways is shown
in the following figure:

© g 2

Monitor 1 WS/VS/CMSViewer

Hospital
Network

Monitor 2 e-Gateway

Figure 1 Relationship between the Monitors, Central Stations, and
eGateways

B Only the Monitors that have been admitted by the CS can be viewed by WS, VS, and
CMSViewer.

B The Monitor can connect to e-Gateway directly, or by CS.

B The CS has the ability to control the authorization to limit the access of WS, VS and
CMSViewer. Please refer to the Operation Manual on how to set the Central Station

authorization and Bed authorization.
B The Master Server centrally managers all CS .

B [f the user wants to connect the central monitoring system to Paging system, the CS that
connected to the Paging System must be the Master Server.

2.2 Monitors, Central Stations, and eGateways

The use of Monitors, Central Stations, and eGateways is the frequent networking
scenario for monitoring networks. This section describes different networking
modes.



2.2.1 Independent Monitor, and Central Station, and Hospital

Supplied Wireless Networks
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Figure 2 Independent monitor, and central station, and hospital supplied
wireless network

Networking description:

B The number of Monitor Network subnets is determined based on actual conditions (the

number of monitors and the management requirements of hospital care units).

B Multiple monitors (up to 400) can be deployed on a Monitor Network. Each central

station selects a matching monitor and the monitor can go online on the central station.

B Each central station is configured with two network interface cards (NICs).



® One NIC is used to interface to the Central Network for data interaction with
eGateways, other central stations, a CMS Viewers, workstations, viewstations,
and/or NTP/SNTP servers.

® One NIC is used to interface to the Monitor Network for data interaction with

monitoring devices.

B One of the CS can act as the Master Server. Only one Master Server should be existed in
the whole network, and every station(CS/WS/VS/CMSViewer) should set the value of
Master Servier IP Address to the Central Network IP Address of the Master Server .

B On Wi-Fi network, the monitor configured with the Wi-Fi module accesses a Wi-Fi
network. The monitor can exchange information with the specified central station.

B A hospital may have transfer requirements. For example, a T1 monitor (module) on the
Wi-Fi network is inserted into a Beneview monitor on subnet 1 or 2. The T1 monitor
needs to be configured with the IP address of the specified central station as the IP
address of NIC 1. The hospital needs to configure routing between subnet 1 (or 2) and
the Wi-Fi network.

B Routing information needs to be configured in the Windows operating system (OS) of a
central station with a version earlier than 06.20.00. For details about the configuration
method, see chapter 4 "Troubleshooting." For a central station with the 06.20.00 version
or later, the IP address used to connect to the monitor can be set on the Admin Setup >

Communication Setup screen.

B The monitors on subnet 1, subnet 2, and the Wi-Fi network dynamically obtain IP
addresses, masks, and gateway information through DHCP.

B The monitors on subnet 1, subnet 2, and the Wi-Fi network support multicast. The
monitors on the same VLAN or on different VLANSs can be configured to be in the same
multicast group.

B [f the total number of monitors on subnet 1, subnet 2, and the Wi-Fi network is less than
200, only one eGateway needs to be configured. If the total number is more than 200,
multiple eGateways need to be configured.

B The monitors need to query the patient demographics on the e-Gateway, so a router must
be deployed to connect the Monitor Network and Central Network.

B CMSViewer can also be deployed on the Hospital Network.
Advantages and disadvantages:
B Each central station is configured with two NICs for traffic separation.

B The routing between a wired VLAN and a wireless VLAN needs to be configured on the
hospital network to support transfer.



2.2.2 Independent Monitor, and Central Station, and Mindray

Supplied Wireless Network
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Figure 3 Independent monitor, and central station, and Mindray supplied wireless network

Networking description:

u The number of Monitor Network subnets is determined based on actual conditions (the
number of monitors and the management requirements of hospital care units).Multiple
monitors (up to 400) can be deployed on a Monitor Network.. Each central station

selects a matching monitor and the monitor can go online on the central station.
B Each central station is configured with two network interface cards (NICs).

® One NIC is used to interface to the Central Network for data interaction with
eGateways, other central stations, a CMS Viewers, workstations, viewstations,
and/or NTP/SNTP servers.

® One NIC is used to interface to the Monitor Network for data interaction with

monitoring devices.



B One of the CS can act as the Master Server. Only one Master Server should be existed in
the whole network, and every station(CS/WS/VS/CMSViewer) should set the value of
Master Servier IP Address to the Central Network IP Address of the Master Server .

B On Subnet 1 or 2, the monitor configured with the Wi-Fi module accesses a Wi-Fi
network. The monitor can exchange information with the specified central station.

B Mindray supplied Wi-Fi network must be same subnet with monitor network.

B The monitors on Subnet 1 or 2 support multicast. The multicast range is limited to the
local VLAN.

B The monitors need to query the patient demographics on the e-Gateway, so a router must
be deployed to connect the Monitor Network and Central Network.

B CMSViewer can also be deployed on the Hospital Network.
Advantages and disadvantages:
B Each central station is configured with two NICs for traffic separation.

B Transfer is limited within the VLANs deployed for hospital units.



2.2.3 Combined Monitor and Central Station Networks
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Figure 4 Combined monitor network, central station, and hospital supplied wireless
networks

Networking description:

B The number of Monitor Network subnets is determined based on actual conditions (the

number of monitors and the management requirements of hospital care units).

B Multiple central stations (up to 400) can be deployed on Subnet 1 or 2. Each central

station selects a matching monitor and the monitor can go online on the central station.

B On Wi-Fi network, the monitor configured with the Wi-Fi module accesses a Wi-Fi
network. The monitor can exchange information with the specified central station.

B The monitors on Subnet 1 or 2 dynamically obtain IP addresses, masks, and gateway
information through DHCP.

B The monitors on Wi-Fi network dynamically obtain IP addresses, masks, and gateway
information through DHCP.



The monitors on network support multicast. The monitors on the same VLAN or on
different VLANSs can be configured to be in the same multicast group.

One of the CS can act as the Master Server. Only one Master Server should be existed in
the whole network, and every station(CS/WS/VS/CMSViewer) should set the value of
Master Servier IP Address to the Central Network IP Address of the Master Server .

The monitors need to query the patient demographics on the e-Gateway, so a router must
be deployed to connect the Monitor Network and Central Network.

CMSViewer can also be deployed on the Hospital Network.

Advantages and disadvantages:

Each central station is configured with a single NIC, which is used to carry traffic.

Transfer is supported. Additional routing information does not need to be configured on
the central station.

2.3 Telemetry Network

2.3.1 TEL-100, TEL-200, and TMS-6016
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Wireless
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Wireless
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Telepack 1 Telepack N

Monitor1 "+ Monitor N

Figure 5 Networking of TEL-100, TEL-200, and TMS-6016

Networking description:

TEL-100 and TEL-200 access the clinical network by using an antenna array.
The IP addresses on Monitor Subnet must be set to 196.76.% .*.

The IP address used by a central station to connect to the hospital network is set based
on the hospital environment.

The central station can be Hypervisor CS, DPM CS, or BeneVision CS..

Advantages and disadvantages:



B The IP addresses on Monitor Subnet must be set to 196.76.* *.

2.3.2 BeneVision TD60
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Figure 6 Networking of BeneVision TD60
Networking description:

B BeneVision TD60 accesses the clinical network by using an antenna array.

B The IP addresses on Monitor Subnet do not need to be set within the specified network
segment. Those IP addresses can be manually configured or obtained through DHCP.

B Up to 188 telemetry transmitters can be configured on the same network. The number of
central stations is determined based on the number of telemetry transmitters.

B The central station can only be BeneVision CS.
Advantages and disadvantages:

B The IP addresses on Monitor Subnet do not need to be set within the specified network

segment.



2.3.3 BeneVision TM80
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Figure 7 Networking of BeneVision TM80

Networking description:

B BeneVision TM80 must be installed in a separate VLAN, and can not share the same
VLAN with other wireless monitor, or other network device.



2.4 Monitors and eGateways

A monitor can be connected to an eGateway on the same VLAN or on a different

VLAN.

2.4.1 Monitor and eGateway on Different VLANs

Hospital
Network

NTP Service

eGateway VLAN

Monitoring VLAN 2

Monitor1 """ Monitor N Monitor1 - Monitor N

Figure 8 Cross-VLAN connection between a monitor and an eGateway

Networking description:

B The eGateways are deployed in the hospital information center or the server area.

B VLAN 2 is an extension of VLAN 1. The deployment of VLAN 2 or more VLANS is
determined based on actual conditions (the number of monitors and the management
requirements of hospital units).

B Up to 1200 monitors can be connected to a single eGateway. Multiple eGateways need
to be configured when the number of monitor exceeds 1200.

B Monitors must support the multicast and cross-VLAN communication functions. For

details about supporting monitors, see product version description.

Advantages and disadvantages:



B The eGateway is deployed inside an equipment room with high environmental
reliability.

B The cross-VLAN deployment scheme is applicable only to the monitors with the
specified versions.

2.4.2 Monitor and eGateway on the same VLAN
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Figure 9 Intra-VLAN connection between a monitor and an eGateway

Networking description:

B An eGateway is deployed without a central station

B Up to 1200 monitors can be connected to a single eGateway.
B Up to 6 eGateways can be used in parallel.
|

CMS+ and ELAN monitors are supported.



2.5 Different Versions of Hybrid Network

2.5.1 DPM CS, Panorama and eGateway

DPM CMSViewer

Legacy DPM CS

NTP Service

Hospital
Network

Panorama CS
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CLAN Network
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ELAN Network
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Figure 10 Hybrid network of DPM CS and Panorama

Networking description:

Monitors can be assigned to a Panorama or be stand-alone.

The CLAN switches must be connected to the ELAN switches via an Ethernet cable to
allow the CLAN patient multicast messages from the Panoramas to reach the eGateway
on the ELAN.

CMS+ and ELAN monitors are supported.

The CMS+ Monitors are automatically picked up by the eGateway translator when they

are removed from a Panorama’s equipment list.

The CMS+ Monitors are automatically dropped up by the eGateway translator when
they are added to a Panorama’s equipment list.

Up to 3 eGateways can be used in parallel

The DPM Central Station’s CS Network NIC is attached to the Legacy ELAN subnet.



2.5.2 Hypervisor VI and BeneVision CentralStation
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Figure 11 Hypervisor VI and Bene Vision Central Station

Compatibility description:

B The Hypervisor VI and BeneVision CentralStation must be different VLAN.

Remote view is not supported between Hypervisor VI and BeneVision CentralStation.

|
B Patient transfer is not supported between Hypervisor VI and BeneVision CentralStation.
|

BeneVision CMSViewer cannot view Hypervisor, and vice versa.

2.5.3 Hypervisor VI and Monitors with multicast

Networking description:

B The monitors can only working in broadcasting device discovery mode.

B The monitors should be set in static IP address mode.



2.6 Anesthesia machine and Ventilator Network

2.6.1 Anesthesia machine, Ventilator, monitor and eGateway
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Figure 12 Anesthesia machine, Ventilator, Monitor and eGateway Network

Network Description:
B The Anesthesia machine is in the standalone Anesthesia Machine VLAN or in the
Monitor VLAN.
B The Ventilator is in the standalone Ventilator VLAN or in the Monitor VLAN.
|

Block the broadcast and multicast stream from Central Network VLAN, Hospital

Network and all other network subnets to Anesthesia Machine VLAN, Ventilatoe
VLAN and Monitor VLAN.



2.7 Ultrasound machine, monitors and Central Station

2.7.1 Ultrasound machines, monitors and Central Station
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Figure 13 Ultrasound machines, monitors and Central Station

Network Description:

B The ultrasound machine is in the standalone ultrasound machine VLAN or in the
monitor VLAN.

B Block the broadcast and multicast stream from Central Network VLAN, Hospital

Network and all other network subnets to ultrasound machine VLAN and monitor
VLAN.






3 Troubleshooting

3.1 Why Does the CMS+ Monitor Fail to Connect to the

Central Station?

1. The central station cannot receive a broadcast or multicast packet. Main reasons include:

® Network problem. The ping command can be used to check the network connection
between the central station and monitor.

® Incorrect multicast IP addresses. In this case, check whether the multicast IP
addresses configured for the monitor and central station are consistent.

® Broadcast communication is configured on the monitor, but the central station and
the monitor are on different subnets. The central station and the monitor need to be

on the same subnet to set up communication.

2. The central station does not add the monitor to its monitor list. In this case, check
whether the monitor list of the central station contains the monitor.

3. The central station successfully receives the monitor, but the monitor cannot go online

on the central station after admitting a patient. Main reasons include:

® The monitor is connected to another central station or the eGateway. The problem
can be identified by viewing the message displayed in the central station's patient
list. The monitor can go online on the central station after the patient is discharged.

® The monitor and the central station are on different network segments and a
gateway does not exist. When the central station attempts to receive the monitor, a
message is displayed indicating a network connection failure. Network setup needs
to be modified.

4. The central station displays a message indicating that no patient is admitted. The
monitor cannot go online on the central station when the user clicks Admit. The main

reason is as follows:

® A new MPM module or the T1 monitor (module) is inserted into the monitor, but
the monitor does not handle the message indicating a patient conflict.

3.2 How Can | Verify Network Connectivity?

This section is intended for wired networks. For wireless networks, see the Mindray 2.4 GHz
Installation Guide of chapter 8 "Appendix A."

Network connectivity can be tested by using the ping command. The ping delay between two
devices involved in service interaction should be smaller than 50ms.

Monitors do not support network bandwidth testing. Two laptops can be used to replace monitors

to perform a network bandwidth test. One laptop works as the FTP server and the other laptop



works as the FTP client in a simulated environment of large file transmission. The peak traffic
may reach 70-80 Mbps on a 100M Ethernet.

3.3How Can | Query the Physical Addresses of

Monitors?

Some high-end hospital networks may require binding of the physical addresses (MAC addresses)

of connected monitors.

You can use one of the following methods to query the physical address of a monitor:
® Enter the upgrade mode and open the upgrade screen.

® Connect the monitor to a laptop and set their IP addresses to be on the same
network segment. For example, the IP address and subnet mask of the monitor are
197.76.0.11 and 255.255.255.0 respectively, and the IP address and subnet mask of
the laptop are 196.76.0.10 and 255.255.255.0 respectively.

Open the DOS command window (choose Start > Run, enter CMD, and press Enter) and enter
nbtstat -a 196.76.0.11 (pay attention to the spaces).

3.4 What Are the Characteristics of the Connection

Between VS900 and a Central Station?

1. 'VS900 is supported by central stations with the software version 06.08.00 and later. If
the software version of a central station is earlier than 06.08.00, its software needs to be

upgraded in order to support VS900.

2. If the system software version of VS900 is 03.03.00 or later, performs the following
steps to enable the central station to go online on VS900:

® Go to User Maintenance (password: 888888) > Central Station Setup and select the
name and IP address of the central station.

®  Go to Main Menu > General Setup > Select Central Station and select the central

station.

3. VS900 must operate in monitoring mode. If it operates in spot check mode, it cannot be
connected to the central station. You can check whether the spot check mode is enabled
on the User Maintenance screen. It should be disabled.



3.5 How Can | Fix the Problem That the Monitor Fails to

Search for the Printer?

The monitor operates in multicast mode when searching for a printer. It is necessary
to check whether multicast is enabled on the router and to enable IGMP or CGMP

on the wireless router. The printer searching process is simple, whereby the monitor
sends fixed requests to the multicast address 224.0.1.60 (port 427) and analyzes the
received response so as to determine the recognizable printer type through filtering.

The monitor uses the TCP/IP and UTP protocols.

After the monitor connects to a printer, printing is performed through port 9100.

3.6 How Can | Set the IP Address of a Monitor Using
the CMS Protocol?

The CMS communication protocol is used only by earlier software versions or
models. The IP addresses of CMS-capable monitors cannot be set directly, but can
be set by using the net number. The net number is applicable only to MEC, PM, and
VS800. Table 5 shows the mappings between net numbers and IP addresses.

Table 8 IP address configuration for CMS-capable monitors

Group Net No. IP address

1 1-8 202.114.4.111---202.114.4.118
2 9-16 202.114.4.121---202.114.4.128
3 17-24 202.114.4.131---202.114.4.138
4 25-32 202.114.4.141---202.114.4.148
5 33-40 202.114.4.151---202.114.4.158
6 4148 202.114.4.161---202.114.4.168
7 49-56 202.114.4.171---202.114.4.178
8 57-64 202.114.4.181---202.114.4.188




3.7 How Can | Manually Add a Route to the Central

Station

When the wireless network and the monitor network are located on different
VLAN:S (see Figure 1 of section 2.1.1), a route needs to be manually added to the
central station to realize transfer using the T1 monitor.

Double-NIC configuration on the central station:

IP address of NIC 1: 10.34.200.34/23, IP address of the gateway: 10.34.201.254

IP address of NIC 2: 10.38.204.204/23, IP address of the gateway: 10.38.205.254

Adding a permanent route:

The IP address of the network segment on which the T1 monitor is located is 10.44.8.0/21. NIC 1 is used for

communicating with another central station or the eGateway, and NIC 2 is used for connecting to the monitor.

The following route needs to be added:

route add -p

Result test:

10.44.8.0

mask 255.255.248.0

10.38.205.254;

Run the route print command to check whether the route is added to the route

list.

WINDOWS\system32\cmd. exe

lMicrosoft Windows

®P [Uersion 5.1.260881

(C» Copyright 1985-20801 Microsoft Corp.
C:“Documents and Settings“cms>route add —p 18.44_8_.0 mask 255.255.248_. 0 10.38_285_254

.88 1bh 21 86
64 31 58 21

18.44.
168.255.255.
1@.255 255,

127.8.8.8

224.8.8.8
265 255 355
255255255
Default Gateu

r tent Route
Hetwork Address
18.44. 8.8

88 52
9c 89

a.a.8.a
a.a8.8.8
255.255.254.0
255.255.255.255
255.255.254.0
255.255.255_255
255.255.248.0
255.255.255.
250 265 255,
255.8.8.8
248.8.8.8
248.8.8.8
255255255255
255.255.255
18.3 1

Hetmask
255.255.248.0

iG:sDocuments and Settingshscms>

Run the tracert command to check the route.

Intel{(R> 82578DM Gigabhit

Gateway
1@.34.281 .254

127.8.8.
18.38.204.284
12?7.8.8.1
1A8.38.2985.254
18.34.280.34
18.38.204 2084
127.8.8.1
.34.200.34
-38.284.204
1i8.34.280.34
168.38.204.204

Gateway Address

18.38.285.254

MS TCP Loopback interface
. Intel{R> Gigabit CI Desktop Adapter — Packet Scheduler Mini
i it Network Connection — Packet Schedu

Interface
1i8.34.2808.34
18.38_2@84_2@84
18.34.2008.34
127.8.8.1
18.38.2684.2684
127.8.8_1
168.38.204.204
18.34.208.34
16.38_.204._204
127.8.8.1
18.34.208.34
18.38.204.2684
i8.34_288_34
168.38.204.204

Metric

If the IP address of the T1 monitor is 10.44.8.100, run the tracert 10.44.8.100 command to check whether the
first hop of the route is 10.38.205.254.



127.8.8.8 255.8.8. 127 _8._8.1 127 _8._8.1

224.0.8.8 248.8.8. 18.34_26806.34 18.34_2806.34

224.0.8.8 248.8.8. 18.38._284_2084 18.38._284_2064

255,255 255,255 255 255255, 18.34_.280.34 18.34_280.34

255,255 255,255 255 255255, 18.38._284_2084 1A.38_.284_2084
Defanlt Gateway: 18.34.2091.

BPerzistent Hout
MNetwork Address
18.

Metmazk Gateway Addreszs
44 8.8 255 .255.248.8 1@.38_285_254

C:~Documents and Settingsscmzitracert 180.44_8._100
Tracing route to 18.44.8.100 over a maximum of 38 hops

1 €1 ms L ms <1 ms |18.38.285.254
2 1 ms 2 ms 2 ms 1MW 44 ¥_.1W4

Trace complete.

C:~Documents and Settingsscms>

Perform transfer using the T1 monitor and check whether the T1 monitor goes
online on the central station.

Check whether the online patient of the central station goes online on the
eGateway.

Check whether the central station can remotely view other central stations.

3.8 Is There a Limit to the Number of 2.4 GHz Wireless

Monitors on a Network?

We suggest that one AP connect the patient monitors less than 16. The patient
monitors with multicast should less than 400 in the entire network and in same
multicast group. The patient monitors with broadcast should less than 96 in the
entire network.

3.9 Possible causes and their measures for wifi

disconnection

Fault Possible Causes Recommended Measures

The AP nearby is not turned Make sure that the AP is turned

) on. on
The monitor can’t connect to
AP and the Wi-Fi signal The monitor is not powered up | @ Walk to the coverage area
strength icon is - in the coveragke area of AP and restart the

monitor. Make sure that
the signal strength

indicated on the monitor




Fault

Possible Causes

Recommended Measures

is higher than -65 dBm.
B Make sure that co-channel
interference meets

requirements.

Information such as the SSID,
IP acquisition method, and
authentication mode are not
correctly configured on the

monitor.

Configure the items again
correctly

Wrong operating channels are
configured for the AP.

The monitor can be configured
to only work in certain
channelse.g. 1,6, 11.

If channels 12 and 13 are
configured for the AP,
adjustment needs to be made.

The monitor breaks down.

Check whether other monitors
can be online. If other monitors
can be online, restart the
monitor and make sure that the
configurations are the same
with other monitors. If the
configurations are the same but
the monitors cannot be online,
the monitors needs to be
returned for repair.

The monitor can connect to an
AP but cannot connect to the
CMS.

The monitor is not admitted by
the CMS.

Admit the monitor again on the
CMS.

B [P addresses cannot be
obtained.

B Addresses in the DHCP
server IP address pool are

used up.

B Attempt to connect to the
CMS by using another
network device and check
whether IP addresses can
be obtained.

B Contact the IT Dept. to
handle the problem.

A static IP address conflict

occurs.

Check whether repeated IP
addresses are assigned.

The network link fails.

B Check whether the CMS
can be pinged by device
connected to the AP

B Contact the IT Dept. to
handle the problem.




Fault

Possible Causes

Recommended Measures

not enable the services

The hospital’s network does

required by the Monitors.

Contact the IT Dept. to handle
the problem.

3.10 Possible causes and their measures for Wifi

Offline

Fault

Possible Causes

Recommended Measures

One monitor becomes

oftline accidentally.

The monitor is moved to a coverage

blind spot.

Confirm the location where the
monitor becomes offline and
check whether the RSSI is
higher than -65 dBm on the
Monitor.

RSSI higher than -65 dBm is
recommended for monitor. If
rssi lower than -65dBm, offline
may happen occasionally, if
lower than -80dBm, offline

will happen frequently.

A static IP address conflict occurs. B Observe  whether a
message indicting [P
address conflict is
displayed.

B Check whether repeated
IP addresses are assigned.

Some monitors
become offline
accidentally.

Aps in a specific area are damaged.

Make sure that Aps nearby are

started and are working
properly.

Interference is severe is some areas.

Confirm interference by using
a wireless network survey tool.
If obvious interference sources
are found, eliminate the
interference or change WLAN
deployment until Mindray’s

requirements are met.

Coverage is poor in some areas.

Confirm poor coverage by
using a wireless network
survey tool. If poor coverage is
found, adjust the locations of
Aps and add Aps.




Fault Possible Causes Recommended Measures

All monitors become | Some configurations of the wired Confirm the configurations by
oftline accidentally. network are incorrect. using a wired monitor and
make sure that VLAN
bandwidth configured on the
switch is sufficient and has a

margin greater than 50%.

3.11 How can | Verify that the Laser Printer can be

used by CentralStation?

Mindray only test the printer function of CMS by using HP Laser Printer. If the
hospital uses other Laser Printer, please follow the steps below to verify it.

1. Make sure that the driver is installed on the computer correctly and the
printer is set as the default printer.

2. Set the paper type to A4, and print test page. Check that the text is print
correctly and the CPU usage of the printer driver is no less than 10%.

3. Set the paper type to Letter, and print test page. Check that the text is print
correctly and the CPU usage of the printer driver is no less than 10%.

Note: if the hospital only uses A4, then you can skip this step.

4. Set the paper type on the CMS according to the paper type used in the Laser
Printer. Print the following reports and check that the data print correctly.

Real-time Alarm
Trend Review Graphic
Full Disclosure
Patient Mgmt
5. Verify the print control process:
Trigger 10 print tasks
Go to "System Setup" ->"Printing Control"

Choose one print task, Click the "Pause", "Continue", "Delete", "Detete All"
button separately, and check that the print control function is correct.




3.12 Possible causes for BV restarting when
installing BeneView monitor ,BeneVision N and

Telepack in the same VLAN

When BV, N, Telepack and CS all located in the same VLAN, and there are
more than 96 N and Telepack(the total number of N and Telepack should less than
96) admitted on the CS, and the "support remote viewer" function is enabled, the
BV will restart regularly in this situation.

The cause of this issue is that the BV has limited ability to parsing the PDS
HL7 presence message. When receiving more that 96 PDS HL7 presence message,
the BV will restart.

The solution for this is:
Do not install BV and N on the same VLAN, or

Limit the number of N installed on the same VLAN to less than 96 when
install together with BV



3.13 BeneView monitor cannot remote view the N and
Telepack when the BeneView monitor is set to use

Broadcast as the Presence Mode
The data flow for BeneView monitor to remote view N or Telepack is shown
below:

The Central Station has to enable the “Support
Monitor Remove View” in the Network setup page

N/Telepack CentralStation BeneView Monitor

Go online

Connect to TCP 4678 port of CS
to get the online Bedlist

Connect to TCP 6401 port of CS to
get the N/Telepack realtime data

g \““““J““y

When the BeneView Monitor is set to use Broadcast Mode, the BeneView Monitor
will not connect to the CentralStation which locate in the different subnet by using
the subnet mask 255.255.255.0. So BeneView Monitor cannot remote view N or
Telepack in this situation. For example, If the CentralStation ip address is
192.168.0.1 and the ip address of BeneView Monitor is 192.168.1.1, then they are
not in the same subnet if the subnet mask is 255.255.255.0.

The solution for this is:
Change the Presence Mode to Multicast, or
Change the Bedside Monitoring ip address



3.14 How to deploy the network when the customer
need N Series monitor to remote view BeneView

Monitor?

The data flow of N Series remote viewing BeneView monitor is shown below:

N Series CentralStation BeneView Monitor

T

Go online

Send MDP presence message
of BeneView monitor

T
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
XK

Connect to CentralStation to get
the realtime data of BeneView

T
| |
| |
| |
| |
| |
i 4
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
1 |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
1 |
| |
| |
| |
| |
| |
| |
| |
| |

So the following three conditions have to be met to support this function:
BeneView monitors have to go online in the CentralStation

The N Series can receive the multicast MDP presence message to N
Series.When N Series are not in the same VLAN with CentralStation, it should
larger the multicast TTL of CentralStation to make the multicast data across
VLANES.

N Series can connect to the CentralStation by TCP. If N Series monitor and
CentralStation are in different VLANS, then the routing should be enabled between
these two VLAN and N Series and the CentralStation has the right IP address,
subnet mask, default gateway settings.

For general scenario, when the CentalStation, N Series, BeneView Monitor are
all in the SAME VLAN, all the above three conditions are met.



3.15 Why the CentralStation and eGateway cannot
Ping through to other devices when using two network

adapters?

The Ping packet can be filtered by Windows Firewall, so please disable the Firewall
when doing the network connection test.

Another possible reason for this is caused by two network adapters. For the
network Scenarios 2.2.1 and 2.2.2, the Bedside monitoring network and Central
Monitoring network are in different VLAN. If these two VLAN has their own
gateway and these two VLANSs are not connective to each other.

The solution for this is:
The two VLAN for CentralStation MUST be connective

Set the Default Gateway for Monitoring Network of eGateway, and Do NOT
set the Default Gateway for the Hospital Network. Add a router manually if
eGateway have to connect to third-party system. Please refer to section 3.7 on how
to add a router.

3.16 Why the patients preciously admitted cannot go

online after changing the ip address of CentralStation?

When change the bedside monitoring ip address of CentralStation, for example
from 196.76.5.100 to 196.76.5.200, the monitors go online on 196.76.5.100 thought
the CentralStation(196.76.5.100) is down and still waiting for the connection from
196.76.5.100, and will refuse the connection from other ip address.

The solution for this is:

Discharge the patient on the monitor, and re-admit a new patient.



4 Port Description

4.1 Description of Monitoring System Ports

Table 9 Description of monitoring system ports

Device Port Service Description Transport Remarks
TMS6016 3500-3485 TCP port used by a telemetry receiver to listen to a central | TCP The ports are required by telemetry
station networking.
PM Series 3500 Used to transmit real-time data and control information via | TCP
CMS+.
3506 Used by a monitor to listen for the device discovery UDP
message reply from a central station
4601 receive HL7 otherbed data TCP
4600 receive HL7 otherbed device discovery data UDP
BeneView Series 3500 Used to transmit real-time data and control TCP
TS/T6/T8/T9 information via CMS+.
3503 Used by a monitor to listen for offline TCP
retransmission
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Device Port Service Description Transport Remarks
3506 Used by a monitor to listen for the device Ubp
discovery message reply from a central station
4601 receive HL7 otherbed data TCP
4600 receive HL7 otherbed device discovery data UDP Multicast
(225.0.0.8)
4606 receive unicast HL7 otherbed discovery UDP
message
4608 Receive HL7 alarm message from other monitors UDP Multicast
(225.1. XX.XX)
4620 receive multicast/broadcast HL7 otherbed device UDP Multicast
discovery data from DHCP address transmission (225.0.0.8)
terminal
4679 receive multicast/broadcast HL7 discovery data UDP Multicast
from CentralStation (225.0.0.8)
Tl 3500 Used to transmit real-time data and control TCP
information via CMS+.
3503 Used by a monitor to listen for offline TCP
retransmission
3506 UDP

Used by a monitor to listen for the device
discovery message reply sent by a central station
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Device Port Service Description Transport Remarks
4601 receive HL7 otherbed data TCP
4600 receive HL7 otherbed device discovery data UDP Multicast
(225.0.0.8)
4606 receive unicast HL7 otherbed discovery UDP
message
4608 Receive HL7 alarm message from other monitors UDP Multicast
(225.1. XX.XX)
4620 receive multicast/broadcast HL7 otherbed device UDP Multicast
discovery data from DHCP address transmittion (225.0.0.8)
end
4679 receive multicast/broadcast HL7 discovery data UDP Multicast
from CentralStation (225.0.0.8)
iPM/iMec 3500 Used to transmit real-time data and control TCP
information via CMS+.
3503 Used by a monitor to listen for offline TCP
retransmission
3506 Used by a monitor to listen for the device Ubp
discovery message reply sent by a central station
4601 TCP

receive HL7 otherbed data
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Device Port Service Description Transport Remarks
4600 receive HL7 otherbed device discovery data UDP Multicast
(225.0.0.8)
4606 receive unicast HL7 otherbed discovery UDP
message
4608 Receive HL7 alarm message from other monitors UDP Multicast
(225.1. XX.XX)
4620 receive multicast/broadcast HL7 otherbed device UDP Multicast
discovery data from DHCP address transmittion (225.0.0.8)
end
4679 receive multicast/broadcast HL7 discovery data UDP Multicast
from CentralStation (225.0.0.8)
iPM9800 3500 Used to transmit real-time data and control TCP
information via CMS+.
3506 Used by a monitor to listen for the device Ubp
discovery message replysent by a central station
4601 receive HL7 otherbed data TCP
Passport V 3500 Used to transmit real-time data and control TCP
information via CMS+.
3503 TCP

Used by a monitor to listen for offline
retransmission
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Device Port Service Description Transport Remarks
3506 Used by a monitor to listen for the device Ubp
discovery message reply sent by a central station
4601 receive HL7 otherbed data TCP
4600 receive HL7 otherbed device discovery data UDP Multicast
(225.0.0.8)
4606 receive unicast HL7 otherbed discovery UDP
message
4620 receive multicast/broadcast HL7 otherbed device UDP Multicast
discovery data from DHCP address transmittion (225.0.0.8)
end
V§900 3500 Used to transmit real-time data and control TCP
information via CMS+. Only used for VS900
version earlier than 3.3
3506 Used by a monitor to listen for the device Ubp
discovery message reply sent by a central station
3509 Used to transmit real-time data and control TCP
information via CMS+. Only used for VS900
version later than 3.3
BeneVision TD60 3500 Used to listen for the CMS+ connection from CS TCP
BeneVision TM80 6587 Used to listen for MD2 connection from CS TCP
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Device Port Service Description Transport Remarks
6600 Used to listen for historical-data connection from other N TCP
Series device or CS when the TM80 is Monitor mode
7587 Used for listen for MD2 real-time SSL connection from CS | TCP
7779 Used to listen for pairing from BeneVision N Series TCP
V Series 5040 ELAN Device Name Service UDP
5060 ELAN Receive (DOBJ and Hive protocols) UDP
5061 ELAN Send (DOBJ and Hive protocols) UDP
5100 ELAN Real-Time data UDP Multicast
(Unique per device)
5501 MD1 Receive Layer UDP
5502 MD1 MDP Multicast Receive UDP Multicast
(225.0.0.6)
5504 MDAW Multicast Receive UDP Multicast
(225.0.0.7)
Spectrum 5040 ELAN Device Name Service UDP
Passport II 5060 ELAN Receive (DOBJ and Hive protocols) UDP
5100 ELAN Real-Time data UDP Multicast
(Unique per device)
9100 HP4050N Laser Printer UDP Spectrum only
Panorama 5040 ELAN Device Name Service UDP
Work Station 5050 Hive Server Receive Layer UDP Multicast
View Station (225.0.0.1)
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Device Port Service Description Transport Remarks
5060 ELAN Receive (DOBJ and Hive protocols) UDP
5080 Routing Control Layer, used for WMTS and Symbol UDP Multicast
instrument radios. (225.0.0.2)
5100 ELAN Real-Time data UDP Multicast
(Unique per device)
6000 CLAN Patient List UDP Multicast
(225.0.0.4)
6001 CLAN Server Receive UDP
6002 CLAN Patient Setup Data UDP Multicast
(Unique per device)
6100 CBDevice multicast data UDP
Multicast(225. 0
.0.5)
Telemetry Server 5040 ELAN Device Name Service UDP
5060 ELAN Receive (DOBJ and Hive protocols) UDP
5080 Routing Control Layer, used for WMTS and Symbol UDP Multicast
instrument radios. (225.0.0.2)
BeneVision N 6587 Used for listen for MD2 real-time connection TCP
Series from CS or other N Series device
7587 Used for listen for MD2 SSL connection from CS | TCP SSL connection, TLS1.2

or other N Series devices

Page 60 of 104




Device Port Service Description Transport Remarks
6600 Used to listen for historical-data connection from TCP
other N Series device or CS
6588 Used to listen for multiple bed’s real-time TCP
connection from nView
6602 Used to listen for config service connection from TCP
nView
6603 Used to listen for print Service connection from TCP
nView
6604 Used to listen for recorder service connection TCP
from nView.
7600 Used to listen for historical-data SSL connection TCP SSL connection, TLS1.2
from other N Series device or CS
6678 Used to receive MDP2 packets UDP Default multicast address is
(225.0.0.8) 225.0.0.8
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Device Port Service Description Transport Remarks
Hypervisor6 3500 Used by a central station to listen for Beneheart. TCP
CE(06.20)
CentralStation 3306 Used to send the historical data to TCP
WorkStation/ViewStation/CMS Viewer/eGateway
3501 Used for device discovery during transmission of Broadcast or UDP
broadcast and multicast packets using the CMS+ Multicast
protocol
3505 Used by a central station to listen for the unicast Ubp
packets sent by a CMS+ monitor
3700 Used by a Central Station to listen for Beneheart TCP
ECG twelve lead interpretation report
4601 The central station listens to the port, which is TCP
used to receive real-time data.
4678 The central station listen to the port, which is TCP
used to receive bed lists.
4679 The monitor and central station listen to the port, Broadcast
which is used to receive online bed list from the
central station.
5050 Used to receive the multicast HIVE packets on UDP

the multicast address 225.0.0.1 from ELAN
monitor or central station
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Device Port Service Description Transport Remarks

5060 Used to receive DOBJ packets from ELAN Ubp
monitors

14004 When connect to eGateway using unicast mode, UDP
CS use this port to receive nameservice data from
eGateway

5040 Used to receive nameservice packets from ELAN UDP
moniotrs

5100 Used to receive ELAN packets sent from ELAN Ubp
monitors through multicast.

6100 CB Protocol Multicast UDP Multicast

(225.0.0.5)

6678 UDP port for receive the MDP2 packets sent UDP
from MD2 central station.

9999 The Master Server listen to this port. The TCP

CentralStation, WorkStation, ViewStation can
connect to this port to get the Central Station
List, and Time Sync with the Master Server, and
Paging Service.
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Device Port Service Description Transport Remarks
S11-518 The central station listen to these port, which is TCP
5121-5128 used to receive real time data from CMS patient
5131-5138 monitor
5141-5148
5151-5158
5161-5168
5171-5178
5181-5188
Hypervisor6 6678 UDP port for receive the MDP2 packets sent UDP
CE (06.20) from MD2 central station. Multicast(225.0.0.8)
CMSViewer
BeneVision 3306 Used to send the historical data to TCP
CE 07.02 WorkStation/ViewStation/CMS Viewer/eGateway
CentralStation ‘ '
3500 Used by a central station to listen for Beneheart. TCP
3501 Used for device discovery during transmission of Broadcast or UDP
broadcast and multicast packets using the CMS+ Multicast
protocol
3505 Used by a central station to listen for the unicast Ubp

packets sent by a CMS+ monitor
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Device Port Service Description Transport Remarks
3700 Used by a Central Station to listen for Beneheart TCP
ECG twelve lead interpretation report
4601 The central station listens to the port, which is TCP
used to receive real-time data.
4678 The central station listen to the port, which is TCP
used to receive bed lists.
4679 The monitor and central station listen to the port, Broadcast
which is used to receive online bed list from the
central station.
5050 Used to receive the multicast HIVE packets on UDP
the multicast address 225.0.0.1 from ELAN
monitor or central station
5060 Used to receive dobj packets from ELAN Ubp
monitors
5080 Routing Control Layer, used for WMTS and UDP Multicast
Symbol instrument radios. (225.0.0. 2)
5040 Used to receive nameservice packets from ELAN UDP
moniotrs
5100 Used to receive ELAN packets sent from ELAN Ubp

monitors through multicast.
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Device Port Service Description Transport Remarks
6100 CB Protocol Multicast UDP Multicast
(225.0.0.5)
6678 UDP port for receive the unicast or multicast UDP unicast or
MDP?2 packets sent from MD2 central station. Multicast(225.0.0.8)
9999 The Master Server listen to this port. The TCP
CentralStation, WorkStation, ViewStation can
connect to this port to get the Central Station
List, and Time Sync with the Master Server, and
Paging Service.
12000 The central station listen to this port. The other TCP
MD2 device (CS/WS/VS/Bigger Dipper) can
connect to this port to get the real-time data of a
patient from the CS.
SI1-518 The central station listen to these port, which is TCP
5121-5128 used to receive real time data from CMS patient
5131-5138 monitor
5141-5148
5151-5158
5161-5168
5171-5178
5181-5188
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Device Port Service Description Transport Remarks
BeneVision 6678 UDP port for receive the unicast or multicast UDP unicast or
CE 07.02 MDP?2 packets sent from MD?2 central station. Multicast(225.0.0.8)
WorkStation/V
iewStation
BeneVision 6678 UDP port for receive the unicast or multicast UDP unicast or
CE_07.02 MDP?2 packets sent from MD?2 central station. Multicast(225.0.0.8)
CMSViewer
BeneVision 3500 Used by a central station to listen for Beneheart. TCP
FDA 02.01 -
CentralStation 3306 Used to ss:nd the hlstor'lcal data tg TCP
WorkStation/ViewStation/CMS Viewer/eGateway
3501 Used for device discovery during transmission of Broadcast or UDP
broadcast and multicast packets using the CMS+ Multicast
protocol
3505 Used by a central station to listen for the unicast Ubp
packets sent by a CMS+ monitor
3700 Used by a Central Station to listen for Beneheart TCP
ECG twelve lead interpretation report
4601 The central station listens to the port, which is TCP

used to receive real-time data.
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Device Port Service Description Transport Remarks

4678 The CentralStation listens to this port, which is TCP
used to send the online bed list.

4679 The monitor and central station listen to the port, Broadcast or UDP
which is used to receive online bed list from the Multicast
central station.

5050 Used to receive the multicast HIVE packets on UDP
the multicast address 225.0.0.1 from ELAN
monitor or central station

5060 Used to receive dobj packets from ELAN Ubp
monitors

5080 Routing Control Layer, used for WMTS and UDP Multicast
Symbol instrument radios. (225.0.0. 2)

5040 Used to receive nameservice packets from ELAN UDP
monitors

14004 When connect to eGateway using unicast mode, UDP
CS use this port to receive nameservice data from
eGateway

5100 Used to receive ELAN packets sent from ELAN Ubp
monitors through multicast.

6100 CB Protocol Multicast UDP Multicast

(225.0.0.5)
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Device Port Service Description Transport Remarks
6678 UDP port for receive the unicast or multicast UDP unicast or
MDP?2 packets sent from MD?2 central station. Multicast(225.0.0.8)
9999 The Master Server listen to this port. The TCP
CentralStation, WorkStation, ViewStation can
connect to this port to get the Central Station
List, and Time Sync with the Master Server, and
Paging Service.
12000 The central station listen to this port. The other TCP
MD2 device (CS/WS/VS/Bigger Dipper) can
connect to this port to get the real-time data of a
patient from the CS.
S11-518 The central station listen to these port, which is TCP
5121-5128 used to receive real time data from CMS patient
5131-5138 monitor
5141-5148
5151-5158
5161-5168
5171-5178
5181-5188
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Device Port Service Description Transport Remarks
BeneVision 6678 UDP port for receive the unicast or multicast UDP unicast or
FDA 02.01 MDP?2 packets sent from MD?2 central station. Multicast(225.0.0.8)
WorkStation/V
iewStation
BeneVision 6678 UDP port for receive the unicast or multicast UDP unicast or
FDA 02.01 MDP?2 packets sent from MD?2 central station. Multicast(225.0.0.8)
CMSViewer
eGateway 5.X 123 Used by the NTP service Ubp The ports need to be enabled for
the network connecting to the
3501 Default port for MAQ (ADT query) (the port can TCP central station.
be configured on the screen and is identical with
the port used by a monitor to send broadcast
packets)
3456 Default Port used by an eGateway to listen for UDP
the unicast ELAN packets sent by a central
station (the port can be configured)
3669 Default MFA (file sharing; the port can be UDP Multicast

configured on the screen)

(224.0.100.1 )
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Device Port Service Description Transport Remarks
3501 Used for device discovery during transmission of Broadcast or UDP
broadcast and multicast packets using the CMS+ Multicast (225.0.0.8)
protocol
3505 Used to listen for the unicast packets sent by a UDP
CMS+ monitor
5040 Used to receive nameservice packets from ELAN UDP
moniotrs
5050 Used to receive the multicast HIVE packets on UDP
the multicast address 225.0.0.1 from ELAN
monitor or central station
5060 Used to receive dobj packets from ELAN Ubp
monitors
5100 Used to receive ELAN packets sent from ELAN Ubp
monitors through multicast.
6000 CLAN Patient List UDP Multicast
(225.0.0.4)
eGateway6.X 123 Used by the NTP service UDP The ports need to be enabled for
the network connecting to the
3501 Default port for MAQ (ADT query) (the port can TCP

be configured on the screen and is identical with
the port used by a monitor to send broadcast
packets)

eGateway.
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Device Port Service Description Transport Remarks

3456 Default Port used by an eGateway to listen for UDP
the unicast ELAN packets sent by a central
station (the port can be configured)

3669 Default MFA (file sharing; the port can be UDP Multicast
configured on the screen, only Hypervisor6 (224.0.100.1)
central station will use this port.)

3501 Used for device discovery during transmission of Broadcast or UDP
broadcast and multicast packets using the CMS+ Multicast (225.0.0.8)
protocol

3505 Used to listen for the unicast packets sent by a UDP
CMS++ monitor

5040 Used to receive nameservice packets from ELAN UDP
moniotrs

5050 Used to receive the multicast HIVE packets on UDP
the multicast address 225.0.0.1 from ELAN
monitor or central station

5060 Used to receive dobj packets from ELAN Ubp
monitors

5100 Used to receive ELAN packets sent from ELAN Ubp

monitors through multicast.
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Device Port Service Description Transport Remarks
6000 CLAN Patient List UDP Multicast
(225.0.0.4)

511-518 The central station listen to these port, which is TCP

5121-5128 used to receive real time data from CMS patient
monitor

5131-5138

5141-5148

5151-5158

5161-5168

5171-5178

5181-5188

3500 Used by a central station to listen for Beneheart. TCP

3550 Used to listen to the manual data of VS900 TCP

3700 Used to listen for Beneheart ECG twelve lead TCP
interpretation report

6678 UDP port for receive the MDP2 packets sent UDP
from MD2 monitors and central station.

6700 Listen port for Data Export (the port can be TCP
configured on the screen)

6701 Listen port for Data Export of SSL connection TCP

(the port can be configured on the screen)
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Device Port Service Description Transport Remarks
eGateway7.X 123 Used by the NTP service UDP The ports need to be enabled for
the network connecting to the
eGateway.
161 The eGateway listen to this port with SNMP Ubp
protocol for NMS query the eGateway status.
(the port is closed in default setting and can be
configured)
3501 Default port for MAQ (ADT query) (the port can TCP
be configured on the screen and is identical with
the port used by a monitor to send broadcast
packets)
Listen Port for patient information of local ADT
Database share to other Gateway
3502 Default port for MAQ of SSL Connection(ADT TCP
query) (the port can be configured on the screen )
3501 Used for device discovery during transmission of Broadcast or UDP
broadcast and multicast packets using the CMS+ Multicast (225.0.0.8)
protocol
3505 Used to listen for the unicast packets sent by a UDP
CMS+ monitor
5040 Used to receive nameservice packets from ELAN UDP

moniotrs
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Device Port Service Description Transport Remarks

5050 Used to receive the multicast HIVE packets on UDP
the multicast address 225.0.0.1 from ELAN
monitor or central station

5060 Used to receive dobj packets from ELAN Ubp
monitors

5061 ELAN send (DOBJ and Hive protocols) Ubp

5100 Used to receive ELAN packets sent from ELAN Ubp
monitors through multicast.

3500 Used by a central station to listen for Beneheart. TCP

3550 Used to listen to the manual data of VS900 TCP

3700 Used to listen for Beneheart ECG twelve lead TCP
interpretation report

6000 CLAN Patient List UDP Multicast

(225.0.0.4)

6678 UDP port for receive the MDP2 packets sent Ubp
from MD2 monitors and central station.

6700 Listen port for Data Export (the port can be TCP

configured on the screen)
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Port

Service Description

Transport

Remarks

6701

Listen port for Data Export of SSL connection
(the port can be configured on the screen)

TCP

7593

Listen port for file transfer of ultrasound
equipment , EMR Manual Data of

VS9/VS8 ,ECG report of BeneHeart
D30/D60/DX  and parameters of EP30 bySSL
connection

TCP

7609

Listen port for receive data from the wireless
device e-link.

TCP

9529

Listen Port for patient information of local ADT
Database share to other Gateway

TCP

3408

Listen port for FHIR service (the port can be
configured on the screen)

TCP

3409

Listen port for Order service to send medical
advice to pump device(the port can be configured
on the screen)

TCP

Mobile Server

80

Listen port for send realtime data to
MoblileViewer by HTTP(the port can be
configured)

TCP
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Device Port Service Description Transport Remarks
443 Listen port for send realtime data to TCP
MoblileViewer by HTTPs(the port can be
configured)
7601 Listen port for push service to MobileViewer TCP
with SSL Connection
7602 Used to listen for realtime-data connection from TCP
the CentralStation. (reverse connection)
7603 Used to listen for historical-data from the TCP
CentralStation. (reverse connection)
PrintServer 6603 Default port for Pirnt connection from TCP
BeneVision N Series.(the port can be configured
when the PrintServer was installed.
nView 6606 Listen port for download the device’s information TCP
when first time to connect the BeneVision N
Series.
6678 UDP port for receive the unicast or multicast UDP unicast or

MDP?2 packets sent from BeneVision N Series.

Multicast(225.0.0.8)

BeneVision 123 Used to sync time with NTP Server

UDP
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Device Port Service Description Transport Remarks
CE_07.1X 161 The Master Server listen to this port with SNMP UDP
FDA 03.02- protocol for NMS query the device status about
CentralStation CentralStation. Monitors and etc. (the port is
. closed in default setting and can be configured)
(BeneVision
R3) 443 Web service access port of MIOT(the port can be TCP
configured)
3500 Used by a central station to listen for Beneheart. TCP
3501 Used for device discovery during transmission of Broadcast or UDP
broadcast and multicast packets using the CMS+ Multicast
protocol
3505 Used by a central station to listen for the unicast Ubp
packets sent by a CMS+ monitor
3700 Used by a Central Station to listen for Beneheart TCP
ECG twelve lead interpretation report
4601 The central station listens to the port, which is TCP
used to receive real-time data.
4678 The central station listens to the port, which is TCP
used to receive bed lists.
4602 The CentralStation listen to this port, and send TCP

the PDS HL7 data to third-party system.
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Device Port Service Description Transport Remarks
4603 The CentralStation listen to this port, and send TCP
the PDS HL7 data to third-party system.
5050 Used to receive the multicast HIVE packets on UDP
the multicast address 225.0.0.1 from ELAN
monitor or central station
5060 Used to receive dobj packets from ELAN Ubp
monitors
5080 Routing Control Layer, used for WMTS and UDP Multicast
Symbol instrument radios. (225.0.0.2)
5040 Used to receive nameservice packets from ELAN UDP
moniotrs
5100 Used to receive ELAN packets sent from ELAN Ubp
monitors through multicast.
6100 CB Protocol Multicast UDP Multicast
(225.0.0.5)
6588 The CentralStation listen to this port to send the TCP
MD?2 data to other devices such as
WorkStation/ViewStation/CMS Viewer/MobileSe
rver
6589 The CentralStation listen to this port to export TCP

logs
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Service Description

Transport

Remarks

7588

The CentralStation listen to this port to send the
MD2 data to other devices through SSL such as
WorkStation/ViewStation/CMS Viewer/MobileSe
rver

TCP

SSL, TLS1.2

6600

Used to listen for historical-data connection from
other
CentralStation/WorkStation/ViewStation/CMS Vi
ewer/MobileServer

TCP

7593

The CentralStation listen to this port for receive
the EMR manaul data from the VS9/VS8

TCP

SSL, TLS1.2

7600

Used to listen for historical-data SSL connection
from other
CentralStation/WorkStation/ViewStation/CMS Vi
ewer/MobileServer

TCP

SSL, TLS1.2

7606

Used to provide service for scan mobile
application on MasterServer.

TCP

SSL, TLS1.2

6603

The Central Station Listen to this port for receive
the print request from the BeneVision N Series

TCP

6605

Used to listen for self-check status connection
from BeneHeart

TCP

6607

Used to query the audit log of CentralStation

TCP
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Device Port Service Description Transport Remarks
6632 Used for receive the ultrasound data from TCP
ultrasound device, and accept the U-View
connection.
6634 Used for receive the ultrasound data from TCP
ultrasound device.
6664 MLDAP Service listen to this port with MD TCP
protocol for authenticate the user and determine
if a user is authorized to perform an action. (the
port can be configured)
6665 MLDAP Service listen to this port with MD2 TCP
protocol for authenticate the user and determine
if a user is authorized to perform an action.
6678 UDP port for receive the unicast or multicast UDP unicast or
MDP?2 packets sent from MD?2 central station. Multicast(225.0.0.8)
9900 Used to listen for export log of AC and AP. TCP
9990 The Master Server listen to this port for TCP
download the upgrade package and configuration
file with SSL Connection.
9991 The Master Server listen to this port for send the TCP

logs to the MasterServerUIClient with SSL
Connection.
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Transport

Remarks

9992

The Master Server listen to this port for receive
the log from Monitors.

TCP

9997

The Master Server listen to this port for the SSL
connection from MasterServerUIClient

TCP

9999

The Master Server listen to this port. The
CentralStation, WorkStation, ViewStation can
connect to this port to get the Central Station
List, and Time Sync with the Master Server, and
Paging Service.

TCP

36002

Used to listen for realtime-data connection from
the Benevision N Series.(reverse connection)

TCP

ACT0

161

ACT70 listen to this port with SNMP protocol for
NMS query the wmts telemetry device status
about AC70. SYNC70. AP70. (the port is closed
in default setting and can be configured)

UDP

6610

ACT70 listen to this port for the connection from
AP70 to transmit wmts network management
data and SYNC70 to send running status of itself.

TCP

6611

ACT70 listen to this port for the connection from
AP70 and SYNC70 to send telemetry device
data.

TCP
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6612 ACT0 listen to this port for the connection from TCP
AC Config Tool or NetworkInfoservice of
MasterServer.
6615 ACT0 listen to this port for the connection from TCP
the Benevision R3 Centralstation to send the
TM70 real-time data.
6616 ACT0 listen to this port for the connection from TCP
the Benevision R3 Centralstation to send the
TM70 history data.
6589 ACT0 listen to this port to export logs. TCP
8999 AC70 listen to this port for upload upgrade file. TCP
9996 AC Config Tool Listen to this port for export log TCP
from AC70.
6678 Send multicast MDP2 packets to the Ubp
Benevision R3 Centralstation for TM70 device Multicast(225.0.0.8)
discovery.
AC Config 9996 AC Config Tool Listen to this port for export log
Tool from AC70.
AP70 319 Used to receive PTP (Precision Time Protocol ) UDP (225.0.0.9)

packets for clock synchronization service
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Device Port Service Description Transport Remarks
320 Used to receive PTP (Precision Time Protocol) UDP (225.0.0.9)
packets for clock synchronization service
6688 Receive multicast MDP2 packets from AC70 for UDP
device discovery. Multicast(225.0.0.10)
SYNC70 6688 Receive multicast MDP2 packets from AC70 for UDP
device discovery. Multicast(225.0.0.10)
VS9/VS8 7587 Used for listen for MD2 real-time SSL TCP SSL connection, TLS1.2
connection from CS or eGateway
7600 Used for listen for MD2 historical-data SSL TCP SSL connection, TLS1.2
connection from CS or eGateway
BeneVision 6587 Used for listen for MD2 real-time connection TCP
ePM Series from CS or other N Series device
7587 Used for listen for MD2 SSL connection from CS TCP SSL connection, TLS1.2
or other N Series devices
6600 Used to listen for historical-data connection from TCP
other N Series device or CS
7600 Used to listen for historical-data SSL connection TCP SSL connection, TLS1.2
from other N Series device or CS
6678 Used to receive MDP2 packets UDP Default multicast address is
(225.0.0.8) 225.0.0.8
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Mobile Server 442 Listen port to provides login, multi-bed and TCP
II alarm data to mobile application.
443 Listen port to provides login, multi-bed and TCP SSL connection, TLS1.2
alarm data to mobile application.
7601 Listen port to provides single-bed data to mobile TCP SSL connection, TLS1.2
application.
7602 Used to listen for realtime-data connection from TCP SSL connection, TLS1.2
the CentralStation. (Public network deployment).
7603 Used to listen for historical-data from the TCP SSL connection, TLS1.2
CentralStation. (Public network deployment).
7604 Used for the communication between the alarm TCP SSL connection, TLS1.2
configuration tool AlarmGUARDTool and
Mobile Server.
AlarmStatistics 7607 Used for the AlarmStatisticsTool to configure TCP
Tool 11 AlarmStatisticsService.
Web Server 443 Listen port to provides login, multi-bed and TCP SSL connection, TLS1.2
alarm data to mobile application.
7601 Listen port to provides single-bed data to mobile TCP SSL connection, TLS1.2

application.
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7602 Used to listen for realtime-data connection from TCP SSL connection, TLS1.2
the CentralStation. (Public network deployment).
7603 Used to listen for historical-data from the TCP SSL connection, TLS1.2
CentralStation. (Public network deployment).
7604 Used for the communication between WebServer TCP SSL connection, TLS1.2
Tool and Web Server.
A8/A9 7587 Used for listen for real-time connection from CS TCP SSL connection, TLS1.2
or eGateway.
6587 Used for listen for MD2 real-time connection TCP
from CS or eGateway
123 Used by the NTP service UDP Ubp
BeneHeart 7587 Used for listen for MD2 SSL connection from CS TCP SSL connection, TLS1.2
D30/D60/DX or eGateway
7600 Used to listen for historical-data SSL connection TCP SSL connection, TLS1.2
from other N Series device or CS
123 Used to sync time with NTP Server Ubp
BeneFusion 7587 Used for listen for MD2 SSL connection from TCP SSL connection, TLS1.2
N/E series CS . eGateway and other N Series devices
Pump
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BeneFusion 7587 Used for listen for MD2 SSL connection from TCP SSL connection, TLS1.2
uSP/uVP/iSP/i CS . eGateway and other N Series devices
VP/uDSP
mWear Server 7610 Used for listen for MD2 SSL connection from TCP SSL connection, TLS1.2
CS.
7611 Used for listen for HTTPs connection from TCP SSL connection, TLS1.2
mWear app.
SV Series 6678 Used to receive MDP2 packets UDP
(SV600/SV700 (225.0.08)
/SV800/SV9I00 6587 Used for listen for real-time connection from TCP
) eGateway, CS and N Series.
7587 Used for listen for real-time connection from TCP TLS1.2
eGateway, CS and N Series.
123 Used to sync time with NTP Server Ubp
TV50/TV80 6678 Used to receive MDP2 packets UDP Default multicast address is
Series (225.0.0.8) 225.0.0.8
6587 Used for listen for MD2 real-time connection TCP
from CS or eGateway
7587 Used for listen for MD2 SSL connection from CS TCP SSL connection, TLS1.2

or eGateway
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6600 Used to listen for historical-data connection from TCP
CS or eGateway
7600 Used to listen for historical-data SSL. connection TCP SSL connection, TLS1.2
from CS or eGateway
123 Used to sync time with NTP Server Ubp
HF60/HF90 6678 Used to receive MDP2 packets UDP
(225.0.0.8)
6587 Used for listen for real-time connection from TCP
eGateway, CS and N Series.
7587 Used for listen for real-time connection from TCP TLS1.2
eGateway, CS and N Series..
123 Used to sync time with NTP Server Ubp
A1/A3A4/AS/ 6678 Used to receive MDP2 packets UDP
A6/AT/A8/A9 (225.0.0.8)
6587 Used for listen for MD2 real-time connection TCP
from CS or eGateway
7587 Used for listen for MD2 SSL connection from CS | TCP SSL connection, TLS1.2
or eGateway
UDP

123 Used to sync time with NTP Server
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Lora Server 6622 Used to receive data from the Lora AP TCP
6623 Used to receive data from the Lora AP TCP
6625 Used to send data to CS TCP

5 Monitor Wi-Fi Requirements

Table 10 Monitor Wi-Fi Requirements

Up to 16 devices can be
Passport 12M >25dB | >-65dBm |>20dB DTIM =1 | WPA2-PSK | connected, which occupies | 802.11a/b/g/n

Dedicated

SSID name .
5.76 Mbps bandwidth.

Up to 16 devices can be

Dedicated
T1 >25dB | >-65dBm >20dB SSIDC DTIM =1 | WPA2-PSK | connected, which occupies | 802.11a/b/g/n
name
3.82 Mbps bandwidth.
. Up to 16 devices can be
Dedicated

Passport 8/12 >25dB | >-65dBm |>20dB SSID DTIM =1 | WPA2-PSK | connected, which occupies | 802.11a/b/g/n
name
3.80 Mbps bandwidth.
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Up to 16 devices can be

Dedicated
Accutorr7 >25dB | >-65dBm >20dB S;:Hl)ca © DTIM =1 | WPA2-PSK | connected, which occupies | 802.11a/b/g/n
name
0.33 Mbps bandwidth.
Up to 16 devices can be
Dedicated connected, which occupies
DPM6/7 >25dB | >-65dBm >20dB DTIM =1 | WPA2-PSK 802.11a/b/g/n
SSID name 2.91
Mbps bandwidth.
. Up to 16 devices can be
) Dedicated . .
V Series >25dB | >-65dBm >20dB SSID DTIM =1 | WPA2-PSK | connected, which occupies | 802.11a/b/g/n
name
6.4 Mbps bandwidth.
. Up to 16 devices can be
Dedicated . .
T8/T6 >25dB | >-65dBm >20dB SSID DTIM =1 | WPA2-PSK | connected, which occupies | 802.11a/b/g/n
name
5.76 Mbps bandwidth.
. Up to 16 devices can be
Dedicated . .
T5 >25dB | >-65dBm >20dB SSID DTIM =1 | WPA2-PSK | connected, which occupies | 802.11a/b/g/n
name
5.76 Mbps bandwidth.
. Up to 16 devices can be
Dedicated . .
CE/ T1 >25dB | >-65dBm >20dB SSID DTIM =1 | WPA2-PSK | connected, which occupies | 802.11a/b/g/n
name
CN 3.82 Mbps bandwidth.
. Up to 16 devices can be
Dedicated . .
IPM 8/10/12 >25dB | >-65dBm >20dB SSID DTIM =1 | WPA2-PSK | connected, which occupies | 802.11a/b/g/n
name
3.80 Mbps bandwidth.
IMEC 8/10/12 |/ / / / / / / /
. Up to 16 devices can be
Dedicated . .
VS900 >25dB | >-65dBm >20dB SSID DTIM =1 | WPA2-PSK | connected, which occupies | 802.11a/b/g/n
name

0.33 Mbps bandwidth.
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Up to 16 devices can be

Dedicated
TMS80 >25dB | >-65dBm |>20dB SSID DTIM=1 | WPA2-PSK | connected, which occupies | 802.11a/b/g/n
name
1.6 Mbps bandwidth.
.. . Up to 16 devices can be
BeneVision N Dedicated ) )
. >25dB | >-65dBm >20dB DTIM=1 | WPA2-PSK | connected, which occupies | 802.11a/b/g/n
Series SSID name

10Mbpsbandwidth.
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6 WLAN Installation and configuration guide

6.1 WLAN Installation Guide

Document 1: Mindray 2.4 GHz Installation Guide

|£—j

Mindray 2.4GHz
Installation Guid

Document 2: Mindray 5 GHz Installation Guide draft

oy
b
Service
Installation Guid

6.2 WLAN Configuration Parameters

This section describes WLAN parameters that applying to Mindray patient
monitors. Users can learn how to configure these by referring to Operator’s manual
of monitors.

Different patient monitors have different parameters to configure. See bellow:

Table 11 Wlan parameters for T1, IPM 8/10/12, IMEC 8/10/12 and VS900

Parameter Recommend Comments

WLAN Setup(User Maintenance)

Wireless Band 5G Available selections are : 2.4G, 5G and
Auto.

2.4G means monitor only use 2.4G
band.5G means monitor only use 5G
band. Auto means monitor use both 2.4G
and 5G, and 5G is prior.

Auth Type ACS Available selections are : ACS and
SBR.
BG Channel Specified On a 2.4 Gbps network, the number of

AP channels should be smaller than or
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equal to 3. For example, set channels 1,
6, and 11.

BG channel settings on the monitor must
conform to the AP channel settings.

A Channel Specified

The 5G channel must be specified and
correspond With AP.

Network Setting(Factory Maintenance)

Regulatory Worldwide

Domain

When in Korea, Turkey, Russia, and
Brazil, need to be configured separately
to these country code.

When in other countries, select
Worldwide.

You need to restart the monitor for the
monitor settings to take effect.

CCX Features Support

This means that it supports fast roaming.

PMK Caching Standard

Standard indicates PMK caching.

OPMK indicates opportunistic key
caching.

Trigger -70

When RSSI is lower than the roam
trigger, it will try to roam.

Scan Priod 5

When RSSI is lower than the roam
trigger, the period of probe request is 5s.

Table 12 Wlan parameters for T5
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Parameter

Recommend

Comments

Profile

SSID

skoskosk

Should be the same as monitor
network

Client name

Leave it to
default value

/

TX power

Auto

/

Bit Rate

Auto

/

Radio Mode

AN

Recommend to use BG for 2.4G
network, AN for 5G network,
ABGN for 2.4G&&5G network.

BG means monitor only use
2.4G band. AN means monitor
only use 5G band. ABGN
means monitor is able to use
both 2.4G and 5G ,and 5G is
prior.

Power save

Off

If the power save is on, it will
have huge impact with
performance while scanning.

Auth Type

Open

Auvailable selections are :

Open: means open
authentication or
WPA/WPA2-PSK.

Share :means shared WEP.

Network EAP: means
WPA/WPA2 enterprise

WEP Type

WPA2 PSK

Available selections are :
WEP OFF: open WLAN
WEP ON: WEP

WPA PSK: WPA-PSK with
Tkip and AES encryption.

WPA2 PSK:WPA2-PSK with
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WPA PSK AES: WPA-PSK
with AES encryption.

WPA TKIP: WPA with EAP and
Tkip encryption.

WPA AES: WPA with EAP and
AES encryption.

WPA2 AES: WPA2 with EAP
and AES encryption.

CCKM TKIP: EAP, CCX

compatible.

CCKM  AES: EAP, CCX
compatible.

WIFI Globals
RTS Threshold 2347 This is default value
Roam trigger -70 When RSSI is lower than the
roam trigger, it will try to roam.
Roam Delta Leave it to this parameter does not take

default value

effect in monitor at present.

Roam Period
Milliseconds

5000

When RSSI is lower than the
roam trigger, the period of
probe request is 5000m:s.

BT Coexist

Off

The BT is not used in monitor.

TX Max

100

This is default value

Regulatory Domain

WwW

When in Korea, Turkey, Russia,
and Brazil, need to be
configured separately to these
country code.

When in other countries, select
Worldwide.

You need to restart the monitor
for the monitor settings to take
effect.

WMM

On

To enable QoS, this must be set to
On

CCX Features

Full

The "Full" means that it
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supports fast roaming.

Certificate store

Leave it to
default value

/

BG Channel Set

Specified

On a 2.4 Gbps network, the
number of AP channels should
be smaller than or equal to 3.

For example, set channels 1, 6,
and 11.

BG channel settings on the
monitor must conform to the AP
channel settings.

A Channel Set

Specified

The 5G channel must be
specified and correspond With
AP.

PMK Caching

Standard

Standard indicates PMK
caching. OPMK indicates
opportunistic key caching.

Default Adhoc Channel

Leave it to
default value

/

Scan DFS time

120

If the DFS Channel is off, the
value is invalid.

DFS Channels

Off

DFS Full is DFS enabled. We
would strongly not recommend
to use DFS band, and it will
have huge impact with
performance while scanning.

Auth Server Type

Type 1

Typel:Cisco Secure ACS or
another server that uses
PEAPvI for PEAP with
EAP-MSCHAPV2(PEAP -
MSCHAP).

Type2:A different authentication
server that uses PEAPvO for
PEAP _MSCHAP.

TTLS inner Method

Auto

TTLS Inner Method is an SCU
Global setting that indicates.
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The authentication method that
1s used within the secure tunnel
created by EAP - TTLS.

FIPS: Disable and Disable
Inactive

/

Probe Delay 10

Number of seconds between
scans when the radio is not
associated. Lower numbers
result in faster reconnects but
also more power draw when not
associated.

Ignore Null SSID Enable

If it's enable, it will not auto
connect to the AP with Null
SSID.

Data Check Enable

The global date check option
only checks the date of the CA
cert and not the user cert, so it
works with any EAP type where
a CA cert is configured.

Auto Profile Disable

Auto profile enables you to
activate or deactivate automatic
profile selection.

Table 13 Wlan parameters for TM80

Parameter Recommend Comments
WLAN Setup(User Maintenance)

Security WPA/WPA2-PSK /

QOS High /

Network Setting(Factory Maintenance)

Trigger -70

When RSSI is lower than the
roaming trigger, it will try to
roam.
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Delta 5 When the current RSSI is
lower than the roaming
trigger and another AP's
RSSI is more than Delta
comparing to current RSSI,
the monitor will roam to
another AP.

AutoRoamingTrigger -99 AutoRoamingTrigger is the
threshold when TMS80 will
attempt additional try for
roaming

6.3 WPA/WPAZ2 Enterprise Configuration Guide

There are two ways to setup the wifi configurations. One is to setup in the Ul of
user maintenance; the other is to setup using the Web Interface. The following table
shows the ways each type of monitor should use.

Table 14 Configuration ways for Monitors

FDA Monitors CE Monitor Way to setup

Tl BeneView T1 User Maintenance
Passport 8/12 iPM User Maintenance
/ iMec User Maintenance
Accutorr 7 VS900 User Maintenance
/ BeneVision N Series User Maintenance
Passport 12M/17M BeneView T5/T8 Web Interface

6.3.1 Setup by User Maintenance
6.3.1.1 Import Certificates

Create a folder named Cert in the root directory of the USB storage, copy all
the certificates to this Cert folder
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Insert the USB storage to the Monitor
Open the Certificates Maintenance, click "Import certificates"

All the certificates will be shown. Check the certificates, then click "Import"

Note: For user certs, the Wifi module support PKCS#12 (.pfx/.p12) or PEM
(.pem), the cert needs to contain both the user certificate and the user encryption
key.

6.3.1.2 WLAN Setup

Go to the WLAN Setup page, input the "Network Name(SSID)"

Choose the "Security", the security type that not contain "PSK" or "WEP" is
kind of WPA Enterprise. For laird wifi module, the WPA Enterprise include the
following: WPA TKIP, WPA2 AES, CCKM TKIP, CCKM AES,WPA AES.

Choose the "EAP Method". After chosen, the according configuration item
will be displayed. Different EAP method need to setup different items.

Table 15 Itmes need to setup for each EAP method

EAP-Method Identity Anonymity User CA Cert User User Cert
Passwo Cert Password
rd

LEAP Yes Optional Yes No No No

PEAP-MsCah Yes Optional Yes Optional No No

pV2

PEAP-GTC Yes Optional Yes Optional No No

PEAP-TLS Yes Optional No Yes Yes Yes

TTLS Yes Optional Yes Optional No No

TLS Yes Optional No Yes Yes Yes

FAST Yes Optional Yes Yes Optio Optional

nal

Note: Y means yes, N means No, O means optional.

EAP-FAST need the special user certification (PAC certificate).

The meanings of each configuration items is shown below:
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AUT. Protocol (Phase2 Auth): When choose PEAP in the EAP Method, the
user can configure the following PEAP inner methods: EAP-MSCHAPV2,
EAP-GTC, EAP-TLS.

Identity: user identity, it is the user name in the AD, LDAP or local user
management on the RADIUS server.

Anonymity : This item does not impact the authentication process. The
function of this item is to hide the real name(Identity).

Password: the password for the Identity.
CA Certificate: choose the CA Certificate from the imported certificates.
User Certificate: choose the User Certificate from the imported certificates.

PAC Certificate: When choose the EAP-FAST, choose the PAC certificate
from the imported certificates. If the RADIUS server has support In-band PAC
provisioning to provision the client with a PAC, then there is no need to setup the
PAC Certificate and password.

PAC password: When choose the EAP-FAST, input the PAC password for the
PAC Certificate. If the RADIUS server has support In-band PAC provisioning to
provision the client with a PAC, then there is no need to setup the PAC Certifiate
and password.

6.3.2 Setup by Web Interface
6.3.2.1 Login to the Wifi module

Set the ip address of the PC or desktop to 192.168.1.XX, and connect to the
monitor through the network cable directly.

Enter the Factory Maintenance, and set the monitor to "Configure Wireless
AP" mode.

Install the Firefox browser. (DO NOT use the IE).

On the Firefox, input the ip address of the Wifi module: 192.168.1.220
Enter the user and password.

User: root

Password: summit

6.3.2.2 Import Certificates

Go to the Advanced page
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L | d"
WiFi Globals Interfaces

Upload the certificate from the PC to the Wifi Module.

Advanced Configuration

Current Admin Password: ~ =ew=eess
New Admin Password:

Confirm Admin Password:

Submit Password Change

Upload Certificate

Upload

AP Mode Digable

ImportExport Impart

Export Restore to Default

Remote Update Path

Start Remote Update

6.3.2.3 Edit the WLAN profile
Go to the Wi-Fi page

Laird

Status Wi-Fi Globals Interfaces Advanced

Choose a profile to edit or add a profile
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Profile Configuration

Active Profile; test

Default
Laird
Open-cisco

Activate Edit A Scan

——

Shiomwy Femaove Rename

Dizable Radio

Edit the following items:
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Fadio Mode:
ABGH

Auth Type:
Open

WEF Type

i

EAF Type:

peap-tlz
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6.3.2.4 Save and active profile

Click submit to save the changes.
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Click active to make the profile active.
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